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INTRODUCTION

-- [ grMalwrScanner | --
The objective of grMalwrScanner is supporting developers,

Webmasters and security specialists detect malicious files in
their system.

Approaches
+ Combining lexical analysis and taint analysis

Taint analysis

In August 2015, as global statistics from Internet Live Stat, there
are currently almost one billion active Websites, with a huge amount

of attacked ones every day, causing a both direct and big effect on » . Arguments | |

_— Source code . Split into Token Determine of these functions 5 TFEC:E back to Tainted or untainted
nearly 3.3 billion Internet users around the world. tokens PDFs their source
The deepest root of the problem is likely the low awareness of secure

programming and a lacking of ability to find system vulnerabilities in
today Web developers. 2Es s
These current issues in Web application security raised a need for an

automatic solution that allows Web developers and security
researchers detect security-related problems in the easiest way.
It is main motivation for us to develop GuruWs, a solution for
automatically scanning Web vulnerabilty and Webshell

+ Pattern matching

BASIC PRINCIPLES

Vulnerability scanning in PHP Web Application:

+ Two main approaches of Scanning Web application:
White-box/Black-box testing

+ Flaws in Web application: SQL Injection, Object Injection,
Cross Site Scripting, Command Injection, XPATH Injection,
File Inclusion, Arbitrary Eval Code Injection

+ Combining symbolic execution and taint analysis to

detect vulnerabilities EXPERIMENT

Web Shell Detecting Approaches: Our solution now available on http://guruws.tech

+ Pattern Matching
+ Combining lexical analysis and taint analysis
+ Statistical methods

SOLUTION

GuruWs consists of 2 main modules:
+ gr\VulnScanner
+ grMalwrScanner

To compare our solution with other prevalent products, we built
an Evaluation System, that interacts with VirusTotal’s anti-virus
products via its Public API, as below figure:
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. Here is the final result for the test set of 693 Web Shells and
14527 untainted files:
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GuruWs system architecture diagram
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-- [ grVulnScanner | -- ]

The core of grVulnScanner is the improved version of THAPS

which is a vulnerability scanning tool for PHP Web applications. | | v cers s s i ety i cores s o o oo sl v i ot o oy
THAPS have the ability to automatically detect Cross-Site Tars 1/ oo | s 31 o TiAps % ;
Scripting (XSS) and SQL Injectio (SQLI) vulnerability |
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CONCLUSION AND FUTURE WORKS

Adding additional variables ~ Adding additional variables to

to THAPS's variable storage Vulnerability Description class GuruWS has ImprESSIVe features:
{; + Effective vulnerability scanner
| + Included malicious Web Shell detection

Including new

el + Working as an online service
@ + Working on any device
+ Fast scan process
Define newidetecting machant s + Friendly user interface (UI)

+ Accessible for everyone

e | - W In the future, we have plan to:
e . !-Ial_'ldle other | Handle variable ' Ha_lndle array |
fumotion noges / Insignifcantnodes ) | " nodes ) | variable nodes + Make grVulnScanner become a gray-box scanner

+ Test the capacity of gr\VulnScanner in a wider range
+ Enhance grMalwrScanner capability
+ Improve Web Shell pattern sets for grMalwrScanner

[ Handle built-in "\ |
\_ function nodes /|

Process of adding new detecting mechanism
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