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Phat trién cong cu dich nguoc firmware trén thiét bi dinh tuyén
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Tom tdt noi dung—Van vat két nébi (Internet of
Things) h1en nay dugc st dung ngay cang rong rai
trong cudc song, di kem véi nhu‘ng tlen ich méi cong
nghé nay mang lai d6 chinh la van dé an ninh, an
toan thong tin. Két qua cac nghién citu gan day da
chi ra rang cac lo hong bao mat va dac biét la ma
doc xuit hién rat nhiéu trén hé diéu hanh caa cic
thlet bi mang (firmware). Vi tinh dic thu cao cia cic
thiét bi mang ciing nhu cta cac firmware ma viéc
phan tlch ra quét céc 16 hdng bao mat va ma doc
gap rat nhiéu trd nga1 Hon nu’a, do chlra c6 dugc su
quan tam dung miic clia cac ca nhén, t6 chitc 16n nén
viée phat trién cic cong cu cing nhu phuang phap
phan tlch phat hién con nhiéu han che. Han ché cé
thé ké dén la kha nang trich chon firmware va dich
ngugc ching thanh ma tuéng minh dé tir d6 cé thé
st dung cac phuong phap phén tich 16 hdng, ma déc
khic nhau. Trong bai bio nay, C500-Toolkit sé dugc
gidi thiéu véi muc tiéu tang hiéu xuéit trich chon Va
dich ngugc firmware cua cac thiét bi dinh tuyen Gan
13.674 firmware tir 27 nha phan ph01 dugc st dung
dé danh gia va so sanh véi cic cong cu hién cé nhu
fmk, binwalk va mé dun trich chon,dich ngugce cta
firmadyne.

Keywords-firmware; dich ngudc; ma dc; phan tich
firmware; thiét bi dinh tuyen.

I. GIOI THIEU

Su gia ting tich hop, két ndi céc thiét bi thong
minh bang cong nghé van vat két ndi (IoT -
Internet of Things) da mang lai cac tién ich phong
phu cho ngudi dung nhu trong quan ly nang lugng
thong minh, theo ddi stic khoé, thiét bi tu hanh hay
co sd ha tang thong minh... D€ c¢6 dugc su phat
trién manh mé cta IoT phai ké dén déng goép 16n
clia co sé ha tang nhing (embeded devices) cho
phép tich hop va bién moi dd vit trd nén "thong
minh" khi c6 thé tuong tic va két ndi v6i nhau
cliing nhu véi con ngudi thong qua Internet.
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Véi uéc tinh 50 ty thiét bi IoT sé dugc két ndi
vao mang Internet dén nim 2020 [1] va c6 mit &
moi noi ma dic biét 1a cdc thiét bi nhu CameralP,
Volp, IpTV, thiét bi dinh tuyén... nhiing thiét bi c6
thé st dung dé€ gidm sat, theo doi ngudi dung moi
lic, moi noi. Diéu nay da 1am diy 1én nhiing lo ngai
vé viéc 10 lot thong tin cla cic t§ chiic, cd nhan
khi cac thiét bi nay bi tin tic tin cong va chiém
quyén quan tri. Cho dén thdi diém hién nay, nhiing
nghién cttu, chinh sach vé béo mat, an ninh an toan
thong tin chua dudc quan tdm ding muc so véi sy
phét trién nhanh va rong clia IoT. Mot céch t8ng
quan, cdc thiét bi nhiing dudc thiét ké dé thuc hién
mot cong viéc cu thé va khong c6 nhiéu tuong tic
v6i nguoi st dung. Pay ciing chinh la mdt trong
nhiing 1y do quan trong khién ngudi st dung it dit
cdc cAu héi vé& an toan, bdo mat hay ma doc dbi
véi cdc thiét bi nay. Theo IEEE Standard Glossary
of Software Engineering Terminology, Std 610.12-
1990 thi bo xd ly trung tam cta cdc thiét bi IoT,
hay con goi 1a firmware dugc dinh nghia nhu sau:

Pinh nghia 1. Firmware la su két hop ciia phdn
cuing va tdp lénh thuc thi mdy tinh cung voi die liéu
duoc luu dudi dang read-only trén mdy do.

Trong khuén khd bai bdo nay, firmware dugc
hi€u 12 mot tip hop cidc ma may chay trén bo vi xi
ly (chip) ctia phan ciing trén mot thiét bi nhing.
Viéc chinh stta nay gitip xac dinh ré hon trong
tam nghién ctu ciing nhu két qua mong mudn dat
dugc. Mot diém can luu y 12 firmware hoat dong &
mic thap dudi ting 16i hé thdng (Kernel) va tang
ting dung, do d6 cic phin mém diét virus nhu
Kaspersky, Avast, Norton...khong c¢6 kha nang ra
quét va cach ly. Pay ciing chinh 1a Iy do ma phan
mém Lenovo Search Engine (LSE) dugc nhing
vao firmware ctia BIOS truéc khi xuit xudng va
hoat dong ma khong bi phat hién. LSE cho phép
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tin tic (hacker) c6 thé khai thic dé€ chiém quyén
diéu khién mdy tinh tif xa va ngudi ding du c6 st
dung cic phin mém diét ma doc ké trén.

Mot trong nhiing diém mAiu chdt trong viéc 19
lot thong tin tf cac thiét bi IoT da dugc H.Grant
[3] va dong nghiép nhin manh trong nghién cifu
ctia minh nim & céc thiét bi dinh tuyén va céc
thiét bi thu phdt khong day va day ciing chinh
12 muc tiéu nghién ctiu cda bai bdo nay. P6i véi
céc thiét bi dinh tuyén, di€ém cin luu y thd hai d6
1a su da dang hoéa trong kién triic ctia cic bd vi
xti 1y (chip). Trai ngudc véi kién tric chip trén
mdy tinh v6i da s6 1a i386 thi kién tric chip st
dung phé bién trén cdc thiét bi mang néi riéng va
thiét bi nhing néi chung 14 ARM (ARM7, ARMO,
Cortex), Intel ATOM, MIPS, Motorola, Axis CRIS.

Khi tip trung vao phan tich ma doc cic thiét bi
mang, dic biét 1a cac thiét bi dinh tuyén, chiing
ta c6 thé chia cidc phuong phdp nghién ciu lam
hai nhém chinh d6 la phan tich dong va phan tich
tinh. Phan tich tinh la phuong phdp phan tich, ra
quét ma doc truc tiép trén ma ngudn ma khong
cn thuc thi ching. Mot sb nghién ciiu dua trén
phuong phap nay da tién hanh cic phan tich dién
rong hoic theo huéng chuyén biét d€ tim cdng hau
(backdoor), 16 héng bio mat hay ma ddc nhing
trén cdc thiét bi dinh tuyén nhu Angr [5] va FIE
[6]. Phan tich tinh cho phép chi tiét héa toan bd
ludng diéu khién (Control-flow graph) va ludng di
liéu (data-flow graph) cho tliing tip tin hé thong
trong firmware d€ tit d6 phat hién ma doc bing ky
thudt phan tich dac trung (symbolic execution)[7].

Phan tich dong la phuong phap phan tich hanh
vi cdc tap tin hé thdéng cla firmware trong qua
trinh thuc thi. Toan bd hanh vi ctia firmware sé
dugc ghi lai va phan tich theo thdi gian thuc, nhét
1a dbi véi cac hanh vi dudc coi la bat thudng. Dua
trén phuong phap nay, Daming D. Chen [8] da tién
hanh phén tich 23.035 firmware tit 42 nha cung
cAp va phat hién ra 887 firmware c6 16 héng béo
mat, trong d6 c6 14 156 héng bdo mat chua dudc
biét dén trudc day. Tai Viét Nam, thing 6/2016,
tap doan BKAV da cong bd két qua khio sit 21
triéu thiét bi trén Internet, trong d6 c6 ti 5.6 triéu
thiét bi trén thé gidi bi nhiém 16 hdng PetHole [9],
din dén nguy co mét quyén diéu khién thiét bi.

Phan tich tinh hay phan tich dong déu thuc hién

dya trén ma ngudn tudng minh ciia cdc tap tin hé
théng. Tuy nhién viéc dich ngudc tif ma nhi phan
mot firmware thanh mi ngudn tuong minh khong
phéi lic ndo ciing thuc hién dugc. Piéu nay anh
hudng do d6 phic tap ctia dinh dang nén, kién tric
chip va k¥ ning lam rbi (Obfuscated code) ctia nha
san xuét. Cho dén nay, ti 1& dich ngugc thanh cong
cua cac cong cu la chua cao va diy ciing chinh la
muc tiéu ma céng cu C500-Toolkit hudng t6i. Trong
bai bdo ndy,13.674 firmware tif 27 nha phan phbi
dudc si dung d€ danh gid va so sdnh hiéu ning
dich ngudc v6i cac cong cu hién c6 nhu fmk [10],
binwalk [11] va m6 dun chuyén biét ctia Firmadyne
[8].
II. NHUNG NGHIEN CUU LIEN QUAN

Cac nghién cifu, khdo sit gan dy théng ké c6
gan 90% firmware thiét bi dinh tuyén hién nay
st dung nhin Linux 2.6 [12] [13] véi nhiéu loai
tap tin hé thong khac nhau nhu: Cramfs, Squashfs,
Yaffs, Jffs2,RomFs....M&i ki€u tap tin hé thdng lai
st dung cac cach thiic nén khac nhau nhu Squashfs
dung LZMA d€ t6i vu nén dit lidu cung toc do hay
Cramfs dung Zlib d€ nén... Cdc nén ning hé diéu
hanh st dung phd bién trong firmware dugc trinh
bay trong hinh 1.
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Hinh 1: Nén tang OS st dung phd bién trong
firmware [14]

Pé gidi nén va dich ngudc ti tip tin nhi phan
thanh code tuong minh dung trong viéc phan tich,
nhiéu cong cu chuyén dung da dugc lién tuc phat
trién cip nhat nhu cdng cu phan tich Binwalk [11]
dé€ xdc dinh kién triic, thong tin tong quan ctia mot
tap tin nhi phan. Trén cd sé Binwalk, cac cong
cu dich ngudc cho cic firmware dugc ra doi nhu
Firmware Mod Kit [10] cho cic nén tang Linux,
mo dun dich ngugc ctia Firmadyne [8]. Tuy nhién,
nhiing cong cu nay con kha nhiéu han ché, ton tai.
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o Firmware-mod-kit (fmk) [10] 1a mdt tdp céc

ciu 1énh dudi dang kich ban (script) va cong
cu tich hgp nhim muc dich dich ngudc va
doéng géi cac firmware c6 nén tang 1a linux.
Fmk chia mot tdp cac phién ban khac nhau
ctiia bo cong cu unsquashfs, sau khi dung fmk
d€ xdc dinh diém offset ciing nhu phién bin
nén ctia phin nhin chda tap tin hé théng,
fmk sé& thir 1an lugt tiing phién ban khic nhau
c6 trong bd cong cu unsquashfs cia minh dé
dich ngugc. Phuong phdp nay c6 mdt sb ton
tai, dang chii y nhét Ia viéc dich ngudc bing
mot bd cong cu unsquashfs nhit dinh chua
chic chan 1a phién ban chuin dung khi bién
dich squashfs. Viéc nay dé xay ra néu nha san
xuét thyc hién viéc chinh stia nhd trong phan
header cua tép tin.

Binwalk [11] 12 mot cong cu ding dé& phan
tich, dich ngugc va gidi nén gitt liéu chda
trong anh cda cac firmware. Binwalk dugc
st dung phd bién nhit hién nay va dé dang
tuong thich v6i cac cong cu phan tich ma doc
khéc vi dugc viét chii yéu bang Python. Dua
trén binwalk, Costin va dong nghiép [15] di
phén tich trén tip 16n firmware v6i phuong
phép phan tich tinh. Theo két qua thi nghiém,
nhém tic gid da chi ra ring Binwalk khong
thé nhan dang dugc mot sd file nhi phan
firmware din dén ty 1& duong tinh giad kha
cao bdi khong thé tim thiy diu hiéu (signal)
hodc diu hiéu da bi thay ddi khi st dung dbi
sanh trong tap tin magic [16]. Pac biét la
nhitng dong IOS cia Cisco khi dit liéu nén
ki€u gzip. N6i mot cach khic, han ché cia
Binwalk khong thé xdc dinh dugc céc loai
firmware Integrated hay Partial updates.

M6 dun dich ngugce cliia Firmadyne, Daming
D.Chen [8] ciing dong sy da lam min cdc chiic
nang cd trong binwalk. Tuy nhién kha nang
dich ngugc cta Firmadyne ciing con han ché
khi ti 1¢ thanh cong chi chiém gan 33%.

II. CAU TRUC FIRMWARE

dows firmware vi ching chita mot hé diéu
hanh hoan chinh nhung t6i gian. Céc ing dung
c6 thé chay trong ché do ngudi dung, kernel
modules, drivers.

o Integrated (apps + OS-as-a-lib): ddy 1a mot ban
firmware khong day du, cdc chiic ning va hé
diéu hanh dugc xdy dung nhu mot thu vién
chii khong c6 day dii cac thanh phan cin thiét
nhu trong ban Full-blown.

o Partial updates (apps or libs or resources or
support): Loai firmware nay chi chda cac tap
tin dung trong viéc cap nhat cho ban firmware
can nang cép.

Trong bai bao nay, 2 loai firmware dudc tdp
trung phén tich d6 la Full-blown va Intergrated
firmware bdi vi khi ching c6 chiia ddy du cic tap
tin hé thdng can thiét cho viéc phan tich dong va
tinh vé sau.

Hé diéu hanh hoan chinh nhung tbi gin trong
cac firmware loai nay thong thudng chda cac tip
tin hé théng nhu sau [15]:

o Bootloader: 1a mot doan ma dudc thuc thi truée
khi hé diéu hanh bit diu chay va n6 cho phép
nha san xuit thiét bi quyét dinh nhiing tinh
nang nao ngudi st dung dudc phép dung hoac
bi han ché. Céc loai Bootloader cho hé théng
nhing:

— U-boot (universal Boot loader) : b0 nap
khéi dong cho PowerPC, ARM trén hé
théng nhiing Linux

— RedBoot ( RedHat eCos Derived): bd nap
danh cho cidc mdy di dong st dung hé
théng nhiing

— Rrload: bd nap khdi dong cho ARM trén
hé théng nhiing Linux

— FILO (Firs In Last Out) : bd nap khdi
dong tuong thich x86

— CRL/OHH : bd nap khéi dong cho ARM
dua trén hé théng nhiing Linux

— PPCBoot: bd nap khdi dong cho PowerPC
dua trén hé théng nhing Linux

— Alios : hgp ngtt dua trén bd nap Linux
dé khdi tao cdc thanh phan ciing co ban

Chu tric cla firmware rit da dang, phu thuoc tr ROM hodc RAM. Muc dich dé loai bd
vao chic ning va thiét k& cda tiing nha sdn xuAt. thanh phan Bios ra khoi hé théng nhiing.
Céc firmware c6 th€ dugc chia thanh céc ki€u nhu « Kernel: dugc hiéu 1a hat nhan 13 thanh phin
sau: trung tim cta thiét bi dinh tuyén. Trach nhiém

o Full-blown (full-OS/kernel + bootloader + libs clia n6 1a gitdp cho phan ciing va phin mém

+ apps): day thuong la mot Linux hodc Win- ctia thiét bi c6 thé giao tiép dudc véi nhau.
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Kernel 1a thanh phan quan trong nhét trong
thiét bi, néu kernel bi héng thi thiét bi dinh
tuyén d6 sé ditng hoat dong va né dugc luu
trii trong bo nhd Flash ctla thiét bi.

o File—system images : chia céc tap tin hé théng
c6 chiic ning t8 chdc va kiém soét qua trinh
hoat dong cta thiét bi nhing, cic tinh ning
ndi bat cia File system trong thiét bi nhiing
do la:

— Tinh ning Wear leveling nhim phéan phdi
déu s6 1an ghi/xéa dit liéu trén mdi block
nhim kéo dai tudi tho cta bo nhd.

— Han ché su mit mat dif liéu khi gip su
c6 vé ngudn dién. Trong bai bdo nay sé
trinh bay thi nghiém trén 5 loai file sys-
tem dugc st dung phd bién hién nay dbi
v6i Flash la: Squashfs, Cramfs, YAFFS,
JFFS2.

« Resources and support files: bao gdm cic tai
nguyén va céc file hd trg trong qua trinh hoat
dong cia firmware, di véi mdi loai firmware
thi tai nguyén va céc file hd tr¢ cling sé khac
nhau.

o Web-server/web—interface: ddy chinh la thanh
phan quan trong gitip cho ngudi ding cé thé
tuong tac dudc vdi thiét bi mot cach dé dang.
Tit c céac thong tin va cAu hinh thiét bi phan
16n dudc thao tic thong qua Web — server va
Web - interface.

IV. GIAI PHAP DE XUAT

Nhim nang cao khd niing dich ngugc, phan tich
céc firmware thanh ma ngudn tudng minh dé thuc
hién cac k¥ thuét phan tich tinh hay dong, bai bao
nay dé xuit cong cu C500-Toolkit. Nhiing chic
ndng cd ban ctia C500-Toolkit cling nhu chu trinh
dich ngudc dugc gidi thiéu trong hinh 2. Cac chic
ning ctia C500-Toolkit dugc mo dun hoa tdi da
gidp viéc nang cip, b sung tinh ning mdi mot
céch dé dang.

Chu trinh dich ngugc st dung bd cong cu C500-
Toolkit gdbm cac budc sau:

o Budc 1: Thu thap firmware tit website cac nha
phan phdi thiét bi dinh tuyén. Phan nay dugc
thuc hién béi md dun C500-Crawler, 13.674
firmware tlf 27 nha phan phdi da dugc thu thap
va luu vao kho Firmware Repository. C500-
Crawler st dung hai ngudn chinh trong viéc
thu thap céc firmware gom:

— cédc website nha phan phdi nhu: D-link,
Belkin, Xerox, Tp-link, Asus...

— céc trang tin FTP chuyén dung trong viéc

tim kiém va thu thip dia chi URL chda
firmware dya vao tif khod cidc nha phan
phéi d€ tai vé.
Bén canh d6, bai bdo con c6 thé thu thap
firmware truc tiép tir thiét bi thong qua
thiét bi ExC500 [18] ma hién nay chua
nghién ctiu ndo dé cap. Thiét bi ndy sao
chép truc tiép firmware tit bo nhé flash
ctia thiét bi dinh tuyén nhu trong hinh 3.
O day, chip nh6 flash luu firmware trén
mach cda thiét bi dinh tuyén (vi tri A)
s€ dugc tach khoi mach va dua vao khay
(vi tri B) d€ tién hanh sao chép. Ngoai
thiét bi Exc500, c6 thé trich xudt truc tiép
firmware tur flash, NVRAM, thong tin lvu
trén RAM thong qua chic nang sao luu
firmware hodc thong qua cong JTAG bing
mach FT2232H cta FTDI.

e Buéc 2: Thyc hién gidi nén cic ban anh

firmware da thu thdp dugc thong qua md dun
C500-uncompress. Cic firmware khi tai vé
thuong dugc nén bang cic chuin nhu khéic
nhau. Modun C500-uncompress c6 kha ning
gidi nén céac chuin zip, rar, tar, cic dinh dang
khac s€ dugc mo6 dun C500-uncompress duyét
dé quy va dua vao mot thu muc vi ¢ kha nang
cac tap tin nay khong phai dinh dang nén.

Bu6c 3: Trich chon mad ngudén nhi phan
bing md dun C500-Binfile Selector. Mdi ban
firmware day di sau khi giai nén thuong chita
nhiéu tip tin phu nhu huéng dan st dung, luu
y, v.v chif khéng chi riéng ma ngudn can tim.
Bén canh d6, cic nha phan phdi ciing khong
stt dung mot dinh dang dong nhat ma mot ban
ma nhi phan firmware c6 thé dugc luu dudi
cac dinh dang .img, .bin, .iso, .tfp, .lod... hodc
tham chi la khong dinh dang. Chinh vi vy,
néu chi dua vao phin mé rong cla tap tin
(extension) thi dd chinh xac khong cao vi &
mifc thap thi cich x4c dinh dinh dang nhu viy
khong chinh xac cao. Tuy nhién, céc tap tin ma
nguodn nhi phan thudng thudc mot kiéu tap tin
hé thong (filesystem) chinh vi vay dé gii quyét
van dé nay, md dun C500-Binfile Selector st
dung Binwalk dé€ duyét dé quy tat ca tap tin
thu dugc & Budc 2 c6 thude kiéu tap tin hé
théng nio khong tir d6 md dun C500-Binfile
Selector ki€ém tra phan meta-data trong header
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Hinh 4: Thanh phin dich ngugc trong md dun
C500-reverse

Hinh 3: Thiét bi ExC500 dé sao chép firmware tit

flash cta thiét bi dinh tuyén
trung vao 2 kiéu tap tin hé théng thuong ding
1a SquashFS va CramFS. Chinh vi thé, moé dun

clia cdc tip tin nay bang chiic ning file ¢
trong Linux. Néu tap tin nio tr vé kiéu header
1a "application/octe-stream" thi c6 kha nang do
1a tap tin nhi phan firmware can tim.

Budc 4. St dung md dun C500-reverse dé tién
hanh dich ngugc nhitng ma ngudn nhi phan
da trich chon thanh mi tudng minh, chifa day
dd cic tap tin cu hinh cda thiét bi. Viéc dich
ngugc thanh cong cic tip tin md ngudn nhi
phan phu thudc nhiéu vao viéc bd dich ngugc

C500-reverse dudc tap hgp cac cong cu cho
phép dich ngudc cic kiéu tap tin hé thdng phd
bién nhu: SquashFS, JFFS2, CramFS, YAFFS,
ROMFS. Mot bd luat dude xdy dung dé xac
dinh cong cu dich ngugc thich hgp dua trén
binwalk. Céc thanh phan d€ thuc hién bd luat
dich ngugc trong md dun C500-reverse Hinh
4.

V. KET QUA THU NGHIEM

c6 hiéu dudc cic tap tin khong, tic 1a xi ly Trong bai bao nay, bd cong cu C500-Toolkit thit
dugc cdc kiéu tap tin hé thong. Nhiéu nghién  nghiém v6i 13.674 ban 4nh firmware tii 27 nha
ciu hién nay nhu Firmadyne hay FMK déu  phan phdi thiét bi dinh tuyén. C500-Toolkits dudc
khong dat dugc ty 1& dich ngudc tot vi chi tip  cai dit trén mot hé théng gdm 03 mdy tinh ciu
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Hinh 5: Céc kiéu tap tin hé thong thuong dung trong
thiét bi dinh tuyén

hinh Intel Xeon CPU E5-2620 12 Cores 2.4GHz,
16GB RAM. Thoi gian thuc hién diy di chu
trinh thu thp, giai nén va dich ngudc cho 13.674
firmware 1a sdp xi 90 ngay néu chay trén 01 may.
Do d6, chuong trinh dugc 1ap trinh huéng song
song nhiam phan tich 13.674 firmware nay trén 03
mdy, nhé d6 ma thoi gian thuc hién dugc giam
xubng con 40 ngay.

Dva trén phan tich 13.674 firmware, nhém tac
gid da théng ké dugc cic dinh dang tip tin hé
théng thong dung trong thiét bi dinh tuyén nhu
Hinh 5.

Qua Hinh 5, kiu tap tin hé thdng dugc dung
nhiéu nhit trong thiét bi dinh tuyén 1a SquashFS
(54,36%), tiép d6 1a CramFS (33,39%). Bén canh
dé, mot s6 nha san xudt thiét bi dinh tuyén hién nay
da st dung kiéu tap tin hé théng JFFS2 (8,34%).
Chinh vi vdy, khi tién hanh thii nghiém bing
cong cu FMK (Firmware-mod-kit) trén 13.674
firmware, ty 1& duong tinh gid (false positive) &
mic 18%. Diéu nay 1a do kiéu tip tin hé théng
JFFS2, ROMFS,... chua dugc FMK hd trg. Déi
v6i Firmadyne, méac du st dung API clia Binwalk
trong viéc dich ngudc ma ngudn nhi phan firmware
nhung chi hd trg mot sb phuong thic nén chuin
nhu gzip, tar, 1zma,... vi thé trudng hop nha san
xuit thiét bi dinh tuyén tu xdy dung cic phuong
phép nén riéng cho firmware thi Binwalk sé khong
xt ly ma bo qua.

Trong 13.674 ban anh firmware c6 chita mot sd
lugng khong nhd ciac ban cip nhit (partial update
firmare) nén mo6 dun C500-binfile selector tu loai

bd va khong thuc hién viéc trich bon ma ngudn nhi
phan. 10.034 tip tin ma ngudn nhi phan di dugc
trich chon va trong d6 C500-reverse da dich ngudc
thanh cong 6.623 tap tin nhi phan thanh mi ngudn
tudng minh. Chi tiét ti 1& dich ngudc thanh cong
trén téng sb firmware tdi vé dugc trinh bay trong
bang 1.

Bang I: Két qué dich ngudc cac firmware clia tiing
hang da thu thap

Index Vendor Download  Extracted
1 Belkin 138 42
2 Buffalo 134 8
3 Centurylink 10 7
4 Dlink 543 117
5 Foscam 62 11
6 Linksys 49 29
7 Microtrain 1 0
8 Mikrotick 27 20
9 Netgear 125 1

10 Openwireless 2 1
11 Pfense 2 0
12 Polycom 951 58
13 Qnap 177 2
14 Seiki 19 0
15 Supermicro 91 6
16 Tenda 7 1
17 Tenvis 22 12
18 Ti 10 0
19 Tp-link 740 360
20 Ubiquiti 113 57
21 Verizon 10 0
22 Xerox 2 0
23 Zyxel 269 51
24 Openwrt 6531 5228
25 Synology 2309 2
26 Trendnet 288 101
27 Asus 1042 509
Total 13.674 6.623

Vé6i viéc phan tach cac chic nang cia C500-
Toolkit thanh cdc md dun riéng 1& va doc 14p nén
viéc cip nhdp, chinh sta hay thém, bét cac chic
ning sé trd nén dé dang. Két qua dich ngudc
clia C500-Toolki ciing dat két qua tot hon Fmk,
Firmadyne hay Binwalk. Piéu nay dudc biéu dién
thong qua bang II.

Bang II: Két qua thii nghiém dich ngugc 13.674
ban anh firmware ctia 27 hang phan phdi thiét bi
dinh tuyén

Firmware Mod Kit | 18 %
Firmadyne 37 %
C500-Toolkits 48 %
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Sau khi dich ngugc thanh cong, hé thdng cé cic
tap tin nhu hinh 6. Tap tin tudng minh nay tiép sau
sé€ dugc st dung trong viéc phén tich ma doc hodc
16 héng bio mat tuy theo muc tiéu yéu cau.

o -

bin boaroot dev

L
L

lib proc rom

L

sbin 5Ys tmp

userfs usr etc

O} A A

linuxrc mnt opt
A

var

Hinh 6: Céc tip tin hé thdng sau khi dich ngugc

VI. KET LUAN

Trong bai bao nay, chung t6i da gidi thiéu cong
cu C500-Toolkit cho phép thuc hién 2 chic nang
chinh bao gdm trich chon file nhi phan firmware
va dich ngudc firmware. Tir d6 tao tién dé cho viéc
ap dung phan tich tinh, phan tich dong vao phat
hién mi doc, 16 héng bio mat trén fimware. Bai
bao méi dung lai & cac firmware dya trén Linux
bdi day 1a nén tang st dung phd bién nhét hién nay.
Tuy nhién, huéng nghién ciu tiép theo cia nhém
tac gia 1a md rong tiép viéc dich ngugc dbi véi cac
nén ting khic nhu VxWorks, QNX,.... Bén canh
do6, cac md dun chuyén dung cho phan tich tinh va
phén tich dong dya trén tip tin tudng minh cling
sé dugc nghién cifu va phét trién trong thdi gian t6i.

Két qua dugc thii nghiém trén 13.647 firmware
tlr 27 nha phan phdi dua ra dudc nhiing két qua
ban diu kh4 quan. Thai gian t6i, nhém nghién citu
sé tiép tuc thu thap thém firmware méi vi md rong
phan tich fimware trén thiét bi nhing néi chung chi
khong chi tap trung vao cdc thiét bi dinh tuyén.

CAM TA
Nhom tac gia xin chin thanh cam on su gop y
chuyén mén ctia PGS.TS Nguyén Linh Giang - Pai
hoc Bach khoa Ha Noi.
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