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Tom tdt néi dung—H¢ ma xac thuc nhe ACORN la
cac hé ma xac thuc tot, tuy nhién né van cé nhu’ng
diém yeu nhat dinh. Trong bao 40 nay, ching toi tong
hgp mot ) phuong phap tan cong lén hé ACORN:
phuong phap thn cong khéi clia Itai Dinur va Adi
Shamlr va cac cuoc thn cong phuc hoi trang thal

Tn cong khéi 1a mot dang thn cong dai s6 cho
phép dobi phuong ha bic cta phuong trinh da thirc
tir nguyén thiy mit ma. Cac chuyén gia Md Iftekhar
Salam, Harry Bartlett, Ed Dawson, Josef Pieprzyk,
Leonie Simpson, and Kenneth Koon-Ho Wong da su
dung thn cong khéi d€ rit ngan vong ciia ACORN.
Tén cong Kkhéi trén 477 vong khdi tao cia ACORN cé
thé khoi phuc 128 bit khoa véi do phirc tap khoang
2%, Céc chuyén gia chi ra, hé phuong trinh tuyén
tlnh lién quan dén trang thai ban dau cta phlen ban
day du cua ACORN c¢é thé dé dang tao ra dé thuc
hién cudc thn cong khoi phuc trang thai véi do phic
tap 2275, 8

Tan cong phuc hdi trang thai dwa vao tinh chét
trugt duge cac chuyén gia Meicheng va Dongdai Lin
nghlen ciu. Cac chuyen gla chi ra rang, dbi véi mdi
cap (Key, IV) ¢6 cap khac cung tao ra mot trang thai
tai cac thui diém khac nhau véi xic suét 1.

D¢ khic phuc cic nhuge dlem cta hé ACORN -
128 hlen nay, chung toi dé xuht thay cac thanh ghi
dich tuyen tinh bdi cac thanh ghi dich phi tuyen, tang
do dai khéa, do dai véc te khdi tao va moi khéa, moi
véc to khéi tao chi sitr dung mét lan.

Cic phuong phap nay dude din chitng va minh
hoa cu thé. Hy vong, nhitng thong tin dua lai b ich
cho cac chuyén gia lap ma d€ tao ra hé ma xac thuc
nhe t6t hon dé sit dung hiéu qua trong IoT.
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Nhim xdy dung mot hé mat vita thlIC hlén dugc
chic ning ma hda vua thyc hién dugc vai tro xac
thuc, NIST da t5 chidc cudc thi d€ chon ra mot hé
mat nhu vdy dat tén l1a CEASAR trong thoi han
tir 2013 dén 2017. Vao thang 3 nim 2014 Hé mat
ACORN la mét trong 57 ung vién lot vao vong
1. Thang 6 nam 2015, trong 29 hé mat lot vao
vong 2 ¢c6 ACORN. Pén thiang 8 nim 2016 con

15 hé mit dugc chon vao vong ba, trong d6 ciling
c6 ACORN. Két qua vong ba du kién sé cong bd
vao ngay 15/12/2017.

I. GIOI THIEU MA XAC THUC HANG NHE
ACORN - 128 [1], [2], [3]

ACORN la mdt thuat toan ma xac thuc véi du
liéu két n6i (AEAD Algorithm). N6 dung 128 bit
khéa k = (ko, k1, ..., ki27), 128 bit vec td khdi tao

IV = (IVy, IVy,. .., IVio7) va adlen bit dif liéu két
néi AD = (ado,ads,...,adadien—1). Ban rd gdm
pclen bit P = (po,p1,-- -, Ppelen—1) dudc ma hda

thanh ban ma C' = (cto, ct1, . . ., Cpclen—1) €O cling
do6 dai. Sauk khi xt@ ly cac bit ban ro thé xac thuc
T (gom t bit, 64 < ¢ < 128) dudc tao ra.

ACORN gdm 6 thanh ghi dich tuyén tinh dugc
ky hiéu tuong tng 1a a, b, c, d, e, f va mot thanh ghi
dich phi tuyén ky hiéu 1a g. Tai budc thi i chiing
ta ky hiéu trang thai cia céc thanh ghi dich a, b,
¢, d, e, f va g mdt cach tuong tng 1a (ap, ..., al,),
( 6} v 25)’ (067 ] 0216)"(6%)7 ) dé8)’ (667 s 6%6)7
(fSy s fig) va (gg,-..,g%). DO dai cua cac thanh
ghi dich tuong ung la n, = 61, n, = 46, n. = 47,
Ng =39, M =37,n =59 van, =4

Trong ACORN c6 3 ham: ham tao bit khoa tu
trang thdi, ham tinh bit phan hodi téng thé, va ham
cap nhat trang thai.

II. TAN CONG KHOI [1], [5]

Tin cong khéi dugc gidi thiéu bsi Dinur va
Shamir tai EUROCRYPT 2009 [5]. Cudc tan cong
dudc nhin nhin nhu 13 sy tng quat hoa phép tin
cong vi sai bac cao va tin cong dai sb vi sai bac
4. Muc dich ctia cudc tin cong 1a khdi phuc khéa
mat clia mot hé mat mi. Trong md hinh tn céng
ban diu, ddi phuong c6 mot hop den dé tim da thifc
chua biét, Q dudc xiy dung dua trén Ik bién bi mat
va lv bién cong khai. Dbi phuong ciing dugc gia
thiét 12 biét mot bit dau ra duy nhAt.
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Tén cong khbi ciing 13 mot dang tin cong dai s6
nham khoi phuc bién bi mat ctia hé mat ma bang
cach thiét 1ap va giai hé phuong trinh da thic dugc
xdc dinh bdi hé mat ma. Hau hét cac hé mat khoa
ddi xiing dugc xac dinh bdi mot da thic chinh duy
nhét trong GF(2), trong d6 c6 chida cdc bién bi mat
(vi du, khéa mat) va cdc bién cong khai (vi du,
ban 16, ban ma, véc to gia tri ban dau, di liéu két
ndi). Cic bién thé ctia hé phuong trinh c6 thé dugc
chuyén ddi bang cach thay ddi cac bién bi mat va
cdc bién cong khai.

Y tudng cd ban cia tin cong khdi 1a tao ra di
s6 lugng can thiét cic phuong trinh bic thip bing
cach sit dung cdc bién cong khai. Ké dich c6 thé
gidi hé phuong trinh bac thip dudc tao ra dé€ khoi
phuc céc bién bi mat. C4c hé phuong trinh bac thip
dugc thiét 1ap bang viéc tinh phuong trinh da thiic
chinh tai tit ca cic gid tri c6 thé clia cdc bién cong
khai chuyén biét va tdng lai ta nhan dudc hé phuong
trinh. N6i chung, tn cong dugc thuc hién qua 2 giai
doan: giai doan tién x@ ly va giai doan online.

A. Giai doan tién xi ly

Trong giai doan tién xd 1y, ké dich c6 thé tiép
can ca bién bi mat va bién cong khai. Muc dich cta
giai doan nay 1a thiét 1ap hé phuong trinh tuyén tinh
ctia cdc bién bi mat bang cach chon cic khdi mot
cach phu hgp. Gia sti, da thic hop den 1a Q(K, V)
dugc xiy dung dua vao lk bién bi mat trong K va
I, bién bi mat trong V. K& dich sit dung cic bién
bi mat va cong khai dé xdy dung bién thé tuyén
tinh ctia da thiic hop den Q. Trong giai doan tién
xti ly, ké dich chon khbi ¢d ., v6i 1 < 1. <[, va
chon ngau nhién [. bién cong khai v; thudc V. V6i
tap céc bién cong khai dudc chon, ké dich tinh tit
cd cic gid tri c¢6 thé cha da thic hop den va két
hop tit ca cdc gia tri d6 lai d€ tim xem c6 quan hé
tuyén tinh hay khong.

B. Giai doan online

Trong giai doan online, ké dich tiép can cdc bién
cong khai va cic khéi nhan dugc trong giai doan
tién xit ly, d€ cd ging khoi phuc cac bién bi mat.
Ké dich tinh todn va lay tong tit cd cic diu ra cta
da thic chinh trén tt ca cic gid tri c6 thé cta khdi
da dugc xdc dinh & vé phai va trai clia phuong trinh
tuyén tinh tuong ting. Khi d6, hé phucng trinh nhin
dugc c6 thé giai bang phuong phap khit Gauss dé
phuc hdi cac bién bi mat. Thuat toan 1 gidi thiéu
cudc tin cong khdi téng quat [1]

Algorithm 1 Algorithm for Cube Attack
Input: Output kesytream bits, Number of lin-
earity test, Initial cube size, Number of cubes tested
Output: Secret variables of the cryptosystem
1: function PREPROCESSING PHASE
2 Select a random cube: Estimate the degree,
d of the polynomial, choose a initial cube size
lc < d—1 and select a subset of /. public
variables v;
3: Do the linearity test and construct the linear
equation for Number of Cubes Tested do

4: for Number of Cubes Tested do

5: for Number of linearity test do

6: if nonlinear then

7: if Cubes Tested < Number of
Cubes Tested then

8: Select another cube of size
l. and do the linearity test

9: else

10 Increase the number of cube
variables [,

11: end if

12: else

13: Compute the coefficients of the
secret variables by summing over all the possi-
ble values of the cube

14: end if

15: if all the coefficinets are zero then

16: Select another subset of . public
variables

17: else

18: Output the coefficients

19: Construct the linear equations

20: end if

21: end for

22: end for

23: Do the preprocessing phase till sufficient

number of linear equations are generated
24: end function
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1: function ONLINE PHASE
2: Find the right hand side of the linear equa-
tions
3: for Each possible cube found in prepreo-
cessing phase do
: Compute the output bit
5: Sum all the output bits for all the pos-

sible values of the cube
6: end for
7: Solve the linear equations to recover the

secret variables
8: end function

C. Tén céng khoi lén ACORN

Mot cudc tin cong c6 thé dudc thuc hién hoic
trong giai doan khdéi tao, giai doan ma héa hodc
giai doan gidi mia. ACORN khong nhan bat ky tin
hiéu trung gian nao trong subt giai doan tao thé xac
thuc, do d6 tin cong khdi khong 4p dung trong giai
doan nay.

1) Tin céng khéi trong giai doan khdi tao:
Trong giai doan khdi tao, khoa, véc td khdi tao
va dif liéu lién két dugc nhap vio trang thai trung
gian ctia ACORN. Néi chung, khéi dudc chon hoic
tit khéa dau vao, véc to khdi tao hoic tip dit liéu
két nbdi dau vao. Tuy nhién, ké dich phai c6 kha
ning tao ra cic bit khéa néu da chon dugc khdi bit
tit khéa dau vao.

Cudc tin cong doi héi bit dau ra tir ham dau ra
ACORN v6i n.z2le vée to khdi tao dude chon, &
day, n. va l. 12 téng sb va do dai ctia khbi dudc chon
mot cach tuong ung. Vi vdy, do phic tap clia viéc
tim ra vé phai ctia hé phuong trinh tuyén tinh trong
giai doan online ctia cudc tin cong 1a khong nhiéu
hon n.22!'c. Nhan dudc két qua nay do ta st dung
phuong phép khit Gauss, phuong phap niy yéu cau
s6 phép todn xap xi n2 véi n. = 128. Tong do phic
tap clia cudc tén cong khodng n.z2' +n3. Néu hé
phuong trinh tao ra khong du, nhia 1a n. < 128,
ké dich c6 thé khoi phuc khéa mot phan bang cach
gidi hé phuong trinh va phan con lai ctia khéa c6
thé tim dugc biang cudc tim kiém toan dién.

2) Tdn céng trong giai doan md héa: Trong giai
doan ma hda, cac bit ban rd dugc nhip vao trang
thai trung gian cia ACORN. Do d6, ban ro trong
giai doan nay c6 thé coi nhu mot bién cong khai va
cac khdi c6 thé dudc chon tir tip ban rd dau vao.
Trong trudng hop nay, subt giai doan tién xit ly ké
dich dung céc bit ban rd d€ thiét 1ap hé phuong trinh
tuyén tinh theo cdc bit trang thai. Tong do phiic tap

tinh toan ctia cudc tin cong khdi phuc trang thai
can n.x2' 4+ n2 phép todn, & day n. = 128.

3) Két qud tdn céng ACORN: Céic nha khoa
hoc Md Iftekhar Salam, Harry Bartlett, Ed Daw-
son, Josef Pieprzyk, Leonie Simpson, and Kenneth
Koon-Ho Wong da st dung tin cong khdi dé rit
ngan vong ctia ACORN. Tin cong khéi trén 477
vong khéi tao cia ACORN c6 thé khoi phuc 128
bit khéa vdi do phic tap khodng 235. Céac chuyén
gia chi ra, hé phuong trinh tuyén tinh lién quan
dén trang thdi ban diu cta phién ban diy dd cda
ACORN c6 thé dé dang tao ra dé thuc hién cudc
tAn cong khoi phuc trang thai véi do phiic tap 2278,

. TAN CONG DUA VAO CAP TRUOT [2]

Hai cap (Khoa, Véc té khdi tao) khac nhau ma
cling tao ra mot trang thdi giéng hét nhau tai cic
thdi diém khac nhau dugc goi la cip trudt. Dbi véi
ACORN - 128, cac cap trugt tao ra mot trang thai
gibng hét nhau & cic thdi diém khac nhau khi khéi
tao hodc xi ly dit liéu két ndi c6 thé tao ra cling
mot trang thai ma khong cd su khac biét thdi gian
trong ma hoéa dit liéu két ndi dugc chon.

Rét kh6 d€ tim dugc cip trugt trong ACORN —
128 mot cich truc tiép. Thay vao do, ching ta cb
gang tim cdc cdp trugt bit dau tir vong thi 256.
Theo quan sit clia céc tac gia, & vong 256 diu tién
anh xa tit cap (Key, IV) sang trang thdi ciia vong
256 la bijection.

Ky hiéu s = (0,...,0,837,...,8292) va ¢ =
(0,...,0,¢37,...,C292) hai trang thdi clia vong thi
256 ciia véc to khéi tao. Ky hiéu s’ 1a trang thai
tai vong ¢ + 256, va ky hiéu s’ 1a bit thi ¢ cta s’.
V6i 0 < t. < t, < 1279 hai trang thai sts va st 1a
dong nhét néu va chi néu sttt = F(c, 1,1,1).
Véi ts > 1280, tic 1a, ts + 256 > 1536, sau diy ta
sé thiy day la didu diéu kién dii nhung khong phai
diéu kién can. Ton tai cic gid tri s va ¢ sao cho
ststetl = [(¢,1,1,1) néu va chi néu c6 s thda
man s§ T =1 va st = 0 v6i 0 < i < 35.

Dit t =ty —t.+ 1. Chiing ta c6 thé giai tryc tiép
hé phuong trinh v6i 38 < t < 257. Tit c4 cic hé
nay 1a tuyén tinh. Mdi hé c6 37 phuong trinh tuyén
tinh trong khi c6 256 an, bdi vay ta c6 2212 nghiém.
Téng s6 nghiém cho cic s nhu vy la khoing 2227,
Can dudi cta xdc suit d€ cip (Key, IV) dugc lay
mot cach ngu nhién 1a cip trudt tai véc td khdi tao
vao khoang 2.2729,

Bay gid, ching ta xét khd ning d€ ACORN -
128 c6 2 cap (Key, IV) khac nhau cung tao ra mot
trang thdi trong giai doan xd ly dif liéu két nbi &
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2 thoi diém khac nhau. Giéng nhu phan trén, ta ky
hiéu trang thai s = (0,...,0, s37, ..., S292) Ung véi
trang thai cia vong thi 256 cua véc td gia tri ban
dau v6i cip (Key, IV). Néu cip (Key, IV) tao ra
trang thai nhu vay trong giai doan xi ly dit liéu két
ndi, véi xac suat 2737, thi cip trudt c6 thé nhan
dugc sau khi cai dit 1280 bit tiép theo clia dit liéu
két ni t6i (1,0, ...,0). Ludn ludn ton tai trang thai
nhu vay véi dit liéu két nbi dugc chon téi 37 bit.
Nghia 13, dbi v6i mdi cip (Key, IV) c6 cip khic
cing tao ra mdt trang thdi tai cdc thdi diém khdc
nhau véi xic suit 1.

IV. MOT SO BE XUAT CAI TIEN

Trong tin cong khdi, ching ta nhan thiy, dé thiét
lap dugc cic hé phuong trinh tuyén tinh, thi da
thic hop den Q(K, V') phdi c6 tinh chit tuyén tinh
v6i mot s6 khdi cac bién dugc chon, trong d6 K
gdm [, bién bi mat, V gdm [, bién cong khai. Dit
K = {ko,ka,...,ki,—1} tip cac khéa bi mat, V =
{vo,va, ..., v, —1} tap cdc khéa cong khai. D€ tin
cong khoi phuc khoéa bi mat, ké dich st dung céac
khéa bi mat va cong khai d€ xdy dung da thic
hop den Q. Sau d6, ké dich chon ngiu nhién I,
bién cong khai tir tap [, bién cong khai va tinh da
thitc hop hop den Q bang cach cho céc gia tri clia
cdc bién khong dugc chon bing 0. Ky hiéu Q. la
phuong trinh nhan dugc bing cach liy tdng tat ca
cdc gia tri c6 thé cla khdi.

Sau khi xay dung dudc (), ké dich c6 thé st dung
BLR test [6] d& kiém tra diéu kién tuyén tinh bing
cdch chon ngiu nhién 2 véc to z,y € {0,1}* va
thit Q[0]+Q[z]+Q[y] = Q[z]+Q[y]. Phép thi nay
¢6 tinh xac suat, n6 xac nhan Q. c6 tinh tuyén tinh
néu phép thir luén thanh cong. Trong trudng hop
ngudc lai, Q. 1a phi tuyén, néu phép thii 1a khong
thanh cong. Xdc suat d€ da thic Q.. 1a khong tuyén
tinh 12 277, véi yéu cau Q. phai vuot qua BLR test
4 1an.

Trong tin cong dua vao cdc cip trugt, thi phai
xuét hién cic cip (Key, IV) khic nhau, nhung cling
tao ra cing mot trang thai. Pidu nay ludn xay ra, tic
la xay ra v6i xdc suét 1 do tinh chit tudn hoan clia
ddy cdc trang thai ctia b cac thanh ghi dich tuyén
tinh. Chiing ta c6 thé cai thién diéu nay, bang cich
st dung cdc thanh ghi dich phi tuyén va sit dung do
dai khoa, d dai cia véc to khdi tao 16n hon. Hon
nita, ta thiy néu st dung khéa hoic véc to khdi tao
nhiéu 14n, thi ké dich c6 thé 10i dung céc cip trugt
mot cdch hiéu qua d€ khoi phuc khéa hoiic khoi
phuc ban ro.

Véi cac nhan xét nhu viy, ching tdi c6 cac dé
xuét nhu sau:
o St dung céc thanh ghi dich phi tuyén d€ thay
thé cac thanh ghi dich tuyén tinh.
e Ting do dai chda khda va véc to khdi tao 1én
256, 512. biéu nay la kha thi, do céac thiét bi
ngay cang nho hon va tbc do xd 1y ngay cang

nhanh hon.
o Mbi khoéa va véc to khéi tao chi sit dung mot
lan.
V. KET LUAN

Hé mat mi xdc thuc ACORN — 128 1a mot hé
mat tdt, tuy vay, né giéng nhu tit ca cic hé mat ma
hang nhe khéic, déu c6 nhitng han ché nhit dinh
vé d6 mat. Bdo cdo da tong hop 2 dang tin cong
vao ACORN nhim dé xuit 1 phuong 4n cai tién dé
nhan dudc hé mat hoan thién hon.
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