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Nghién citu cac cugc tan cong hé mat ma nhe PRESENT
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Abstract— Bai bao nay, giéi thi¢u h¢ mat ma
hang nhe PRESENT va mdt sé két qua nghién ciu vé
tAn cong mat ma khéi hang nhe PRESENT. Trén co sé
thio luan va phan tich nay nhém dé xuit ra giai phap
nang cao bao mat h¢ mat ma hang nhe PRESENT.
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I.  GIOI THIEU

Trong thé gisi day bién dong vé an ninh, an toan
mang. Trong nhiéu trudng hop ké tan cong tham
nhap vao hé thong trai phép, ciing nhu lip dat cac
thiét bi trién khai trong méi truong can theo ddi.
Tuc 14, mot ké tin cong c6 quyén truy cap vat Iy va
kiém soét cac thiét bi. Do vay, véi nhitng tng dung
dugc bao mat nhay cam (quan su, tai chinh hoac cac
tng dung ty dong...) chung ta cin phai néu cao
chinh sach bao mat.

Véi céc thiét bi co tai nguyén han ché thi cac thuat
todn mat ma théng thuong la qua lon, qua cham va
qua ton nang luong. C4c thuat todn mat mé& nhe
khic phuc dugc nhitng nhuoc diém nay. Muc tiéu
cta mat ma nhe la lam cho mét loat cac (ng dung
cho céc thiét bi hién dai, nhu cac thiét bi do thong
minh, hé thong an ninh xe, hé thong giam séat bénh
nhan khong day, hé thdng giao thong théng minh
(ITS) va Internet of Things (IoT), ...

Trong thiét ké cua mat ma hang nhe su can béng
gitra chi phi, an ninh va hiéu suit phai duoc dam
bao. Vi cac md khéi, do dai khéa dua ra su thoa
higp gitra d¢ an toan va gia thanh, trong khi d6 s6
vong dua ra thoa higp giira hiéu suat va do an toan.
Théng thuong, ta ¢d thé d& t6i wu hoa duogc hai tiéu
chi bat ky trong ba tiéu chi trén, nhung viéc ti wu
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héa ca ba muc tiéu 1a viéc rat khé. Bén canh do, cai
dit bang phan ciing ¢6 hiéu suét cao ciing can tinh
t6i giai phap dé tranh cac tan cong kénh ké. biéu
nay thuong dan toi cac yéu cau vé dién tich cao,
ddng nghia vé6i chi phi cao. Do vay, mat mé hang
nhe phét trién 1a xu thé tit yéu. Trong mat ma hang
nhe chia 12 4 nhém [1, 9] d6 1a mat ma khéi, mat ma
dong, ham bam va ma xac thyc thdng bdo. Vi mat
ma khéi co khoang 36 thuat toan[2], kién tric cua
ching duya theo kién tric mang thay thé va hoan vi
SPN(Substitution Permutation Network) va kién
trac Feistel. H& mat ma hang nhe PRESENT theo
kién trdc SPN. Hé mat nay da duoc cong nhan 1a hé
mat tiéu chuan do ISO/IEC cdng nhan.

Trong bai bdo ndy, trén co so thao luan vé thuat
toan PRESENT va céc cach tin cong hé mat nay.
Qua d6, nhom nghién ciru dé xuat giai phap nang
cao hé mat ma hang nhe PRESENT.

Il.  TRINHBAY THUAT TOAN PRESENT

Hé mat PRESENT véi kich thugc khdi 1a 64 bit
va do dai khéa c6 thé str dung la 80 hozic 128 bit.
PRESENT c6 cau triic SPN véi s6 vong 31, mdi
vong thuc hi¢n phép cong XOR dé dua vao khoa
vong, tang phl tuyén sir dung mét S-hop 4 bit duy
nhat duogc ap dung 16 lan song song trong moi
vong, tang tuyen tinh sir dung hoén vi bit don
gian. Cudi cung Ia mot phép cong khda K32 cho
viéc lam tring sau (post-whitening). Phep toan
giai ma st dung céc bién ddi nguoc cua cac thanh
phan mat ma trén. Lugc do khéa cuia PRESENT
c6 hai phién ban khoa 1a 80 bit va 128 bit c6 thé
duoc thuc hi¢n dudi dang tinh todn trén duong
truyen trén mot thanh ghi dich nham tiét kiém tai
nguyén su dung[2].
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Nhan xét: Tir nghién ctru tim hiéu k§ thudt toan
PRESENT, chiing t6i thay rang, dbi voi cac thuat
toan ma khdi hang nhe, ma phap thuong co nhing
dic diém sau: 64 bit 1a lua chon chung cho kich
thuée khéi.
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Hinh 1. Mo ta thuét toan phép ma hoa trong thuat toan
PRESENT
Thuat toan ma hoa:
generateRoundKeys()
for i=1to 31do
addRoundKey(STATE, Kj)
SBoxLayer(STATE)
pLayer(STATE)
end for
addRoundKey(STATE, Ksy)
Trong d6:
- addRoundKey(STATE, Kj): Vi vong khoa K=
Kiss ....Klo, i chay tir 1 dén 32 va trang thai hién thoi
la bes ...bp, addRoundKey gbém toan tir j tir
0<=j<=63. bj—> by P Kij,
- sBoxlayer: Nhom st dung S-Boxs 4 bit don téi 4
bit don f, —» % trong PRESENT. Sir dung
chudi bién dbi fourier s:

Sl‘;v(a) = Z (—1)(b.5(x))+(a,x)

XEF,
- Player: Khi lya chon tron cac 16p, ho tip trung
vao hiéu qua phan cimg doi hoi mot 16p tuyén tinh
¢6 thé duoc thuc hién véi mot sb lugng tdi thiéu cua
cac yéu tb xir 1y.

i.16 mod 63,

P()_{63 i €90, ..,62}

i =63,

Thuét toan giai ma:
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Hinh 2. M6 ta thudt toan phép giai ma trong thudt toan

PRESENT

Biéu dién thuit toan giai ma:
generateRoundKeys()
addRoundKey(STATE, Ks)
for i=31 to 1do
addRoundKey(STATE, Kj)
invPLayer(STATE)
invSBoxLayer(STATE)
addRoundKey(STATE, Kj)

end for
Chuwong trinh minh hoa:

Key: 00000000000000000011
Data: 0000000000000011

l Assign |

Hinh 3. Giao dién nhap khoa va dir liéu
Luu db khoa (PRESENT Key schedule)

Input Key: ANAAANAAAMNNAANA A0

______

Subkey R"Jﬂc 1: >>00

...after Shift: 000220000
...after 5-Box: c002200
Subkey Round Z (after 800
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..&iter Shift: b0e27aleb37E83ace 645%
tﬂr 3-Box: 80ei7alebi783acé 6459
¥ Round 31 (after Salt): >>E0e27a0ebB878

c8<< 8d59

r 3nifc: 2dab301c4f41470f 9
r 5-Box: 6dab301c4f41470f 0759

5 ¥ Round 32 (after Salt): »»6dab30lc4fdld700<< BT75
Hinh 4. Luu d6 khéa PRESENT
Ma héa PRESENT:
Input Kevy: 00002000 30000000 001
Input Data:

RBound 1
Subkey: >>0000000000000000<<

3EfedffFO0000003

CR: f43_.Ef:lc.33._::'3,9
£: 29b4aledibldzZboes
: 652471313aecdsdcd

Final Round (32):

Subkey: >>6dabl0lca4fd4ld700<<
Text after...
- KEey XO0R: 07ecz2il0felBch7c4d

Hinh 5. Két qua 32 vong lap trao d6i khoa, hop S-

Box, P- Layer.
Input:
Key:
Data
Output:
Cipher: 07ec23il0felBchicd

Hinh 6. Két qua cta qua trinh ma hoa véi thuat
toan mat ma nhe¢ PRESENT

Do c4c hé mat nay duogc thiét ké cho nhu cau cé
mirc d6 an toan trung binh, nén d6 dai khéa dao
dong tir 64-128 bit nham dat d6 an toan 264 dén
280. Ham vong duoc thiét ké don gian sao cho
khong ton nhiéu khong glan Lua chon chung ddi
Véi tang x40 tron (dbi véi cac chién lugc thiet ké)
14 cac S-hop co kich thudc 4 x 4.

Hoéan vi cac bit dé dang dat dugc trong phan
ctng, do d6, lwa chon cho ting tuyén tinh 13 mot
phép hoan vi bit (vi du nhu h¢ mat PRESENT)
Cac ma phap thiét ké moi nhu KLEIN va LED da
dé xuat mot dang khac cho tang tuyén tinh. NG
tuong tu nhu AES, tirc 1a nhan trang thai véi mot
ma tran phan tach c6 khoang cach cuc dai MDS.

[rs)
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Uu diém cua viéc str dung cac ma tran nay la gidp
cho cac nha thiét ké chimg minh d¢ an toan chit
ch& hon, cing véi tinh chat khuéch tan rét tét.

M. MOT SO PHUONG PHAP TAN CONG
PRESENT

Pé tin cong mot hé mat trong mat ma nhe c6 cac
phuong phép tin coéng nhu tdn cdng Vét can, tan
cong théng ké bdo hoa, tin cong dai so, tan cong
khoi phuc khoa.

A. Tdn céng dai so

Téan cong mot thuat toan mat ma bang cach phan
tich dai s6[6] thuong bao gdm hai budc: dau tién,
md hinh hda c&c phép toan cua thuat todn mat ma
bing mot hé da thirc da bién phi tuyén tinh f.,... f; €
P, trong d6 P = K [x1,...., xn] la m{t vong da thac
trong n xac dinh Xi,..., Xa trén Mot mat phang K.
Trong trudng hop mat ma hoa ddi xtimg, K thuong
la truong F,r dédc trung cia 2 véi r = 1. Thir hai,
giai phuong trinh két qua ciia phuong trinh S dugc
cho boi:

fl(Xl,. . ..Xn) =0

fs(,Xl,....Xn) =0

Cho céc bién quan trong, do d6 pha vé mat ma. Mac
du ¥ tuong co ban nghe don gian, van dé giai quyét
cac hé théng chung cua cac phuong trinh da phi
tuyén tinh trén cac trudng phd bién duoc biét dén la
NP-hard [3]. Tuy nhién, déy la su phirc tap chung
va ciing c6 nhing trudng hop c¢6 vin d& ma giai
phép c6 thé duoc phuc hdi mot cach chinh xéc. Vi
du, mat ma Crypto-1 [4] d3 bi tan cong thanh cong
bang cach sir dung cac cudc tan cong dai sé. Hon
nira, cac ky thuat dai sb hoa ra duoc khéa hiéu qua
khi duoc sir dung két hop véi cac cudc tan cong
kénh phu [5] va thuong dwoc si dung trong boi
canh thir hai.

Luu ¥ rang md hinh hod mot thuat toan thdng qua
da thuc fi,....fs c6 thé duge thuc hién theo nhiing
cach khac nhau va cdc md ta khac biét co thé cé
mot tac dong dang ké dén thoi gian giai quyet cua
hé thong [6]. Trong nhiéu truong hop, hé théng da
thic c6 thé dugc biéu didn hoan toan nhu 1a mot
ham cua cac diém khong xac dinh chinh. Tuy
nhién, cdc da thuc két qua thuong co mot mic do
rat I6n va bao gdbm mot sb luong 16n cac don thirc
ma ndi chung la khong hi¢u qua aé giai quyet hé
thong. Piéu nay din dén mot hé thdng qua muc,
tac 1a c6 nhiéu phuorng trinh hon cac bién. Hon
nira, vi hé da thic c6 thé cd cac giai phap trong
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viéc dong mé dai sb f,2 cua f,2 , mot trong nhiing
cac phuong trinh 6 x? - x; = 0, cho i € {1,...,n}
t6i S dam bao rang tat ca cac giai phap dugc tim
thay bai nguoi giai quyét duoc trong f,2.
B . Tan cong khdi phuc khoa
Muc dich cubi cung cua ké tan cong khong chi dé
phan biét mot mat ma tir mot sy hodn vi ngau nhién
ma con dé khoi phuc lai khoé bi mat. Mét cudc tan
cong phan biét cd thé duoc chuyén thanh mot cusc
tan cong phuc hdi quan trong nhu sau: Gia sir ma
hoa e cia mot mat ma khdi n-bit khoa con K; cho
j €10, ..., 7}, v6i K=Ko |.....]| Kn V& cO thé duoc
viét nhu sau:
C= €(K, M):fr.l(fr.z(...fi(fo(M @ Ko) @ Kl)... @ Kr.z
@ Kr-l) + Kr
N6i cach khac, £ ¢ thé dugc mé hinh héa nhu thé
hién trong hinh 6. Hon nita gia dinh rang ké tin
cong da tim thdy sy khac biét (a, B) Véi xéac suit P
trai dai thir nhat r-1 nhidu vong f_, ... fo. Ké tan
cdng khai tao céc bién dém To....., Tnanhu Hinh 6.
Véi mdi gid tri 0. Chon ngau nhién ban 16 M va M’
=M @ a. Sau d6 yéu cau md hoa C=0,, (M) va C’
= 0., (M"). Ta lap lai tit ca cac gia tri cO thé
Ke {0, ....,2" 1} ctia K, va kiém tra néu

B = fi4(C&®k) @ f5(C'Dk)

Thuat toan khéi phuc khéa[6]:
recover_key((a, ), O¢,)
Inputs:

(r-1) - round differentialc (a, 8) of
probability p, encryption oracle O,
Output:

round key K;

Algorithm:
(To,.....Th1)< (0, ...,0)
for1€{0,...,l—1}do
M < Fp
C e O (M)
Ce 0, (M @ )
forke {0,....,n—1}do
if (-L(C@k) @ £ (C'@k) = B) then

Tk Te+1
end
end
end
Tj < max(To, ..., Tn1)
return j

C. Tdn cong thong ké béo hoa

a) Nguyén tac tdn cong

Cugc tan cdng cua ching toi dva trén mot diém yéu
trong lop khuyéch tan cuia PRESENT. Xem xét ky

hon vé hoan vi (permutation) cho thiy, vi du: Cho
cac hop S-5,6,9 va 10 (tinh tir hop S-box 0 & bén
phai), chi ¢6 8 trong sé 16 bit dau vao duoc chuyén
dén céc hop S-box khéc. Quan sat Hinh 1 minh hoa
nay. Luu ¥ rang c6 ton tai nhiéu Vi du su khuéch
tan kém trong hoan vi (nghia 1a véi 8 bit trong s6 16
con lai trong cung 4 hop S sau khi hoan vi). Do do,
néu chiing ta xac dinh 16 bit tai ddu vao cia cac hop
S-5-6-9-10, thi 8 bit s& dwoc biét dén & dau vao
tuong tu cho vong tiép theo[7]. Ching ta c6 thé lap
lai qua trinh nay vong lap lai va quan sat hanh vi
khong ddng nhat ¢ dau ra cua cac hop S-5-6-9-10
nhu Hinh 7.

Dé khai thac diém yéu nay, ching toi danh gia vé
mat |y thuyét sy phan b cia 8 bit theo duong dam
cua hinh 1 & dau ra cua l6p S-box, cho mét gia tri co
dinh cua cung 8 bit ciia ban r5. Piéu nay doi hoi
phai doan 8 khéa con tham gia vao duong mon. Mot
cling can phai gia dinh rang cac bit khéng nam trong
dudng mon dwoc phan phdi dong nhit. Bay 1a mot
gia dinh hop ly ngay khi 56 bit con lai cuaa ban r6
(khéng bao gdm 8 bit trong dwdng mon) dugc tao
ngau nhién. Sau d6, véi sy phan bd duong mon 8-
bit & dau vao cua mot vong, ¢6 thé tinh toan phan bd
8-bit ¢ dau ra cua vong. Bang céch lap lai viéc ap
dung thuat toan nay, ching ta c6 thé tinh toan su
phan bd cho mot s vong tuy y. DI véi mdi dy
doan chinh(key guess), cong viéc can thiét dé tinh
toan sy phan b ly thuyét ciia duong mon dich sau r
vong twong dwong vai r. 216 md hda ting phan.
Mot khi chiing ta da tinh dwoc cac phan b ly thuyét
ctia dudng mon cho mdi 1an dy doan chinh co thé,
ching ta c6 thé tan cong cac thuat toan bang cach
don gian so sanh ching véi mot sy phan b thuc té
thu duoc bang cach ma hoéa mot s6 lwong 16n céc
ban rd véi khoa bi mat. Dy doan chinh giam thiéu
khoang cach gitra cac phan b ly thuyét va thuc té
dugc chon 1a khoa chinh xac. Nhu trong [3], ching
ta c6 thé xay dung mot danh sach cac ¢ng cir vién
khoa duoc sip xép theo khoang cach gitra ly thuyét
va thyc hanh. Vi tri ciia khéa bén phai tét hon trong
danh sach, thi cugc tin cong cang tot.

b) Tdn cdng mo réng

(Mé& rong 1) Tang phan cé dinh trong ban rd.
Ngudi ta cd thé dé dang dat dwoc mot vong trong
cudc tan cong bang cach don gian xac dinh 16 bit
ban rd twong wng vai 4 hop S-dau vao tich cuc cua
dudng mon. Bang cach nay, diu vét 8 bit ¢ vong thir
hai ciing duoc ¢ dinh va sy khuéch tan dwoc hodn
lai mot vong. Bang céach lay ra 32 bit trong 64
(twong ung voi hop S-4-5-6-7-8-9-10-11), nguoi ta
cling c6 thé md rong cudc tan cong bang 2 vong.
Tuy nhién, ching t6i di giéi han trong thé hé cua
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khoéng qué 232 van ban. Han ché nay cé thé dugc
giam nhe vai sy gia han sau.

(Mé rong 2) Sir dung nhiéu gié tri ban thd. Phan
tich twong tu c6 thé dugc thuc hién nhiéu lan, sir
dung cac gié tri khac nhau cho phan 8 bit (hoic 16
hodc 32 bit) cua cac ban rd va sau d6 két hop cac
két qua (vi du: liy tong sb khoang cach dong nhat
véi cac khoang do dugc twong tmg dén cac ban tho
khac nhau). Diéu nay cho phép khai thac nhiéu vin
ban hon va chuyen sang mot ngir canh dugc biét rd.
Cudc tan cong két qua tuong ty nhu nhiéu phan tich
tuyén tinh: méi phan ¢ dinh cia ban rd c6 thé dugc
xem nhu twong ty nhu mot phép xdp xi bé sung
trong [7].

(Mé rong 3) Giai ma mét phan caa hai vong thay
vi mgt. Trong trudng hgp nay, 8 hop S-box dang
hoat dong trong vong cudi thay vi 4. Vi vay, ching
ta phai gitr mot bang phan phdi 32-bit trong bo nh.
Ngoai ra, 38 bit cua khoa phai dugc doan cho viéc
giai ma mot phan (32 bit cho vong cubi cing + 16
bit cho vong &p chét — 10 bit du thwra) s dung tha
thuat, hay phan biét r-2 vong cho khoa chinh xac tir
r + 2 vong phan bé cho tng cir sai. Thoi gian phic
hop sé& 1a (32. 2%).(16.216)=2%" dung lai cho két qua
[8].

IV. GIAI PHAP NANG CAO CHONG TAN
CONG BANG HOP S-BOX

Ngudn géc cua cudc tan cong thdng ké bdo hoa
dugc dé xuat chdng lai PRESENT cha yéu nim &
diém yéu cua tang khuéch tan. Mot bién phap ddi
pho don gian 12 stra d6i hoén vi dé tranh su khuéch
tan khong tdt trong bat ky tap con cua hop S-box.
Nhung cudc tin cong dé xuat lién quan dén tinh
chat khuéch tan tong thé cia mat ma. Do d6 cac hop
S-box ciing ¢6 Mot tdc dong véi sy dac biét nay ma
ching ti nghién ctu ngan gon trong phan nay. Dé
lam dugc diéu nay, ching ta can tao ra 5000 hop S
khéc nhau, vai bbn diéu kién ¢ dinh trong viéc tao
ra hop PRESENT S-box. Theo nhém nghién ciu,
nhitng kho khin nay dam bao rang PRESENT la
chéng lai cac cudc tan cong khac biét va tuyén tinh.
Dé khic phuc tac dong ciaa mot hop S-box tir yéu
dén manh trong phan tich mat ma, ching ta can
chay céc thi nghiém méi chéng lai mot tién ich
trong d6 hop S-box gbe da dugc thay thé bang nhidu
S-boxes (tirc 1a twong (ing Vi tot nhat va xau nhat
trong s6 5000 hop S-box tao ra). Hinh 8 cho phép
dat duoc cua cac cudc tin cdng ndy cho sé vong
tron khac nhau (mdi cudc tan cong sir dung 2% ban
16 da chon). Nhu mong doi, cugc tan cong chong lai
phién ban yéu cia mat ma cho két qua tot nhat.
Phuong phép nay nhdn manh rang cudc tin cong dé
xuat khong lién quan tryc tiép dén viéc phan tich

mat ma tuyén tinh(nghia 1a c6 thé c6 mot mat ma
khong thé tan cong d6i vai viec phan tich mat ma
tuyén tinh va riéng biét, nhung khéng chdng lai
cudc tan cong thong ké bao hoa duogc dé xuat).

V. KET LUAN

Trong bai viét nay, nhdm nghién ctru da trinh bay
thuat toan va cac phuong phap tan cong hé mat ma
nhe PRESENT cu thé véi cac phuong phap d6 1a tan
cong dai s, tn cong khoi phuc khoéa, tan cong
thong ké bdo hoa. Mdi phuong phap tan cong c6
nhitng dic diém giéng nhau va khac nhau. Gibng
nhau la ching déu khai thac k& ho cua hé mat
PRESENT dé tan cong. Khéc nhau cua tung phuong
phap phuong phap véi phuong phap tan cong dai so
la dua vao hé da thtc phi tuyén cua hé¢ mat nay dé
tan cong. Con vai phuong phap tan cong khoi phuc
khoa, dua vao dic diém khoa cia PRESENT dé tin
cdng. Vi tin cpng thong ké bao hoa. Dua theo dic

diém diém yéu trong I6p khuyéch tan cua
PRESENT.
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BANG 1. S-BOX CUA PRESENT
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Hinh 7. Lép hoan vi ciia PRESENT cdc duong nét dam nét nhan manh tinh chat khuéch tan kém.
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Hinh 8. So sanh gitra yéu (left) va khoe (right) S-boxes




