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Tom tat— Bai bio nay dé xuit mdt phwong phap trich rit
diic trung trong phan I6p dit liéu tdng quat hon so véi mot hé
théng phat hig¢n tham nhap mang dua trén bt thwong c6 tén la
McPAD da dwge dé xuit truée diy. Van dé dat ra 1a sb dic
trung dwoc trich rit ting 1én c6 thé lam ting dd phic tap va
giam dd chinh x&c ciia phwong phap phan 16p téng quat héa. Vi
vay, phwong phap lwa chon dic trung Chi-Square dwoc sir dung
dé loc ra chi nhitng dic trung tot nhat. Chiing toi di 1am nhiéu
thi nghiém véi bd dir liéu 1a cac tdn cong HTTP that dé danh
gia hiéu ning ciia phwong phap trich rit dic trung téng quét
héa két hop loc Chi-Square. Két qua cho thiy b phan lop cia
ching t6i ¢ thé nhanh chéng phét hién cac géi tin tn cong véi
ty 1é dwong tinh that rat cao trong khi duy tri ty 1é dwong tinh
gia & mikc rat thap. Ngoai ra, két qua ciing cho thiy hiéu ning
bd phan 16p cia ching tdi vugt troi hon so voi McPAD.

I. GIOI THIEU
A.  Céc hé thong phat hién tham nhdp

Mot trong nhitng hiém hoa I6n nhat d6i véi an toan an
ninh cac mang truyén thong va co so ha tang théng tin 1a cac
tan cong thAm nhap trai phép. Cac hé thong phét hién tham
nhap mang thuong st dung mot trong hai phwong phéap sau
day dé phan tich cac goi tin phét hién ra cac hanh vi tham
nhap: Phét hién dua trén chir ky va phat hién dya trén bt
thuong. Phuong phap dua trén chir ky phéat hién cac goi tin
doc hai dya theo cac mau co sin trong co s dit liéu. Phuong
phap dya trén bat thuong thu thap dir liéu vé cac hanh vi hop
I, binh thudng dé xay dung md hinh phan &nh céc hanh vi
nay, trén co s& d6 bat ky hanh vi nao sai léch so véi md hinh
s& bi coi 1a tan cong.

Cac hé thdng phat hién tham nhap mang trong thuc té
thuong sir dung phuong phap dua trén chix ky vi nd cho phép
phét hién mot cach hiéu qua cac biéu hién tan cong da biét
trong khi duy tri ty I& duong tinh gia (phat hién sai) ¢ mic
thap. Tuy nhién, ching khdng thé phét hién ra cac hanh vi
tham nhap méi chua tirng gap, vi chua c6 mau caa cac loai
tan cong do.

Nguoc lai, cac hé thong phat hién thAm nhap dya trén
bat thuong c6 kha ning phat hién dugc nhiéu loai tan cong,
ké ca cac hanh vi tan cong mai hoan toan. Nhuoc diém cua
chung 1a thuong mac ty 1¢é duong tinh gia kha Ion. Vi vay
muc dich cua cac nghién ciru phat hién tham nhap dva trén
bat thudng 12 duy tri ty 1& dwong tinh that (phét hién dung) &
muc cao trong khi kiém ché ty 1 duong tinh gia & muc cang
thip cang tét.

Dé giai quyét bai toan da néu, cic tac gia cua hé thong
phét hién tham nhap dua trén bat thuong PAYL [13, 14] dé
Xuit mot phuong phap trich rat dic trung tir phan noi dung
(payload) cuta cac goi tin. Cac thong tin dac trung s& dugc Sur
dung dé danh gia mot goi tin c6 phai hop 1¢ hay khéng.
PAYL coi mdi phan ni dung géi tin nhu mot chudi cac byte,
khéng can quan tim dén ngir nghia ¢ tang tng dung. Dé trich
rit cac ddc trung tir mot chudi byte, méi mot trong s 256"
loai n-gram (n byte lién tiép nhau) khac nhau duoc dém sb
Ian xuét hién trong chudi, sé lan xuat hién cua mdi loai n-
gram dugc luu trong mot chiéu cua vée to dic trung cd 256"
chiéu cua chudi byte. Céc tac gia da lam thi nghiém véi n =
2, va b6 phén loai cua ho khé 1a chinh xac, nhung ty 1€ duong
tinh gia van rat cao. Van dé cua dé xuit nay la véi gia tri n
nho (n < 2), véc to dic trung khong du thong tin dé dai dién
cho mét phan noi dung goi tin, trong khi céc gié tri cao hon
cta n ¢6 thé 1am s chiéu tang 1én rat 16n, lam ting mot cach
dang ké do phirc tap ciing nhu thoi gian xir 1y [4].

Dé khic phuc han ché cua PAYL, cong trinh [11] d&
Xuat mot phién ban cai tién cua phuong phap trich rat n-
gram, sir dung cac 2y-gram (2 byte céch nhau v vi tri) thay
cho céc 2-gram. Véi mdi phan noi dung goi tin, K véc to dic
trung dugc tinh, mdi véc to twong Gng véi mot gia tri caa v,
v bién thién tir 0 dén K - 1. Sau do6, K véc to nay duoc ding
dé huan luyén K b phan I6p, mdi bo phan 16p dwoc huan
luyén bang mot véc to tuong (g cho ra két qua la xac suat
danh gia mot goi tin 1a binh thuong. Pau ra cia K by phan
l6p duoc két hop bing mot luat nhu 14y max, min, hay trung
binh dé cho ra két qua xac suat cudi cing, dua vao két qua
nay ta cd thé phan dinh goi tin dang kiém tra Ia binh thuong



hay tin cong. Toan bo hé théng phat hién tham nhap dya trén
bat thuong sir dung két hop nhiéu bo phan I6p duogc cac téc
gia dat tén la McPAD. Vi viéc str dung cc 2,-gram thay vi
chi cac 2-gram, McPAD di cb gang thu thap thém nhiéu
thong tin dic trung hon tir phan ndi dung goi tin. Tuy nhién,
do mdi véc to 2,-gram chi dwoc dung dé huan luyén mot bo
phan 16p nén mbi bo phan 16p khong chira du nhiéu thong tin
phan &nh cau tric phan noi dung g6i tin. Hiéu qua phan loai
cta tirng bo phan I6p von da thap khién cho ngay ca khi két
hop nhiéu bo phan I6p vai nhau, higu qua chung van chi dirng
& muc thap.

B. Ddng gdp cua ching toi

Do véan dé phan 16p cac géi tin kha twong ddng véi van
dé nhan biét ngdn ngi ty nhién, trong d6 cac byte trong phan
noi dung goi tin twong ung Véi cac ky tu trong mot van ban,
nén chung t6i da tién hanh maot thi nghiém nho dé xac dinh
xem sb 1an xuét hién cua cac cap ky tu cach nhau mot khoang
nhét dinh cé tuan theo mot quy luat nao hay khong.

Ba vin ban tiéng Anh thuan tay du dai duoc chon ngau
nhién trén mang lam dau vao cua phép thong ké 1a VB1Y,
VB22, va VB33, Céc bang 1, 2, va 3 dudi day thong ké cac
cap ky tu cach nhau v vi tri xuat hién nhiéu nhat trong mdi
van ban, trong d6 v bién thién tr 0 dén 7.

Bang 1: Top 5 cap Ky tw xuat hién nhiéu nhdt trong vin

ban VB1
v | Top 5 cap ky tu va ty 1& phan tram xuét hién
nhiéu nhat
0 er th in he re

1,31% | 1,15% | 1,10% | 1,06% | 1,05%

1 et te ae es ai
1,02% | 0,89% | 0,70% | 0,67% | 0,67%

2 ee tn rt ei €0
0,89% | 0,85% | 0,67% | 0,67% | 0,57%

3 ee re en et €0
0,69% | 0,63% | 0,62% | 0,60% | 0,54%

4 ee en ei ne et
0,80% | 0,56% | 0,55% | 0,55% | 0,55%

5 ee et he €0 ar
0,94% | 0,51% | 0,48% | 0,47% | 0,47%

L https://tools.ietf.org/html/rfc3987

2 https://www.gutenberg.org/files/11/11.txt

6 ee et en ei ae
0,64% | 0,51% | 0,50% | 0,48% | 0,47%

7 ee €0 te ea en
0,55% | 0,54% | 0,5% | 0,49% | 0,44%

Bang 2: Top 5 cap Ky tu xuat hién nhiéu nhdt trong vén ban
VB2

v | Top 5 cap ky tu va ty 1é phan tram xuat hién
nhiéu nhat

0 he th in er an
2.00% | 2.09% | 1,33% | 1,22% | 1,00%

1 te ad et ie ig
1,67% | 0,96% | 0,87% | 0,70% | 0,63%

2 ea eo ee tn ei
0,87% | 0,77% | 0,76% | 0,62% | 0,61%

3 eo te at et ee
0,71% | 0,68% | 0,65% | 0,65% | 0,62%

4 ee et te ta en
0,85% | 0,74% | 0,58% | 0,52% | 0,49%

5 ee ae et te oe
0,85% | 0,64% | 0,63% | 0,61% | 0,53%

6 ee te et he €0
0,84% | 0,69% | 0,63% | 0,58% | 0,51%

7 ee te et ae it
0,76% | 0,74% | 0,60% | 0,55% | 0,52%

Bang 3: Top 5 cap ky tw xudt hién nhiéu nhdt trong vin ban
VB3

v Top 5 ky tu va ty 1& phan trim xuét hién
nhiéu nhat

0 er th he on re
1,46% | 1,22% | 1,19% | 1,09% | 1,08%

1 te to et ei ie
0,98% | 0,91% | 0,81% | 0,72% | 0,72%

3 https://tools.ietf.org/html/rfc4006



2 ei ee et tn er
0,97% | 0,93% | 0,77% | 0,67% | 0,59%

3 er ee re rt se
0,76% | 0,74% | 0,73% | 0,62% | 0,59%

4 ee tt in et te
1,12% | 0,56% | 0,54% | 0,53% | 0,52%

5 ee te tr et ei
0,74% | 0,68% | 0,63% | 0,59% | 0,56%

6 ee en ei et ro
0,69% | 0,65% | 0,60% | 0,60% | 0,52%

7 et ee m ti te
0,90% | 0,87% | 0,58% | 0,58% | 0,57%

Trong céc bang trén, tn suat xuit hién cua mot cap ky
tu tinh theo ty 1¢ phan tram trén tong sé cac cap ky tu cach
nhau tuwong (ng v vi tri trong todn bd van ban (bang n-v-1
néu van ban chira n ky tw) dugc chi ra ngay trong 6 cua cap
ky tu twong tng. Khong chi cac chir cai tiéng Anh ma bat ky
ky tu doc dugc nao trong mdi vin ban ciing duge dua vao
céc thong ke.

C6 thé nhan thay tuong wng véi v = 0 cac cap ky tu er,
th, va he ludn nam trong nhém céc cap ky tu xuat hién nhiéu
nhét trong tat ca cac van ban. Khi v = 1, cac cap et va te xuét
hién nhiéu nhit. In dam la cac cap ky tu luon nam trong top
5 cap ky tu xuat hién nhiéu nhat trong tit ca cac van ban. O
khoang cach rat xa (v = 7), cac cap ky tu nhu ee va te van
luén nam trong nhom dirmg dau vé sb lan xuat hién trong ca
ba vin ban. Bidu ndy noi nén ring, du dan céch gita hai ky
tu trong cling mot cap dai hay ngin, s6 1an xuét hién cua cac
cap ky tu Van co gié tri, va ta c6 thé str dung chiing 1a cac dic
trung cho CAc van ban tiéng Anh binh thudng. Do dé, tan sb
Xuét hién cua cac cap byte cach nhau v vi tri phan noi dung
goi tin c6 thé dwoc dung lam dic trung cho mdi géi tin.
Chuing t6i tin rang nén quan tim dén mot khoang gia tri cia
khoang cach cting mét ldc thay vi mai 1an chi quan tam dén
mot gia tri khoang céch cb dinh. Vi 1y do d6, chung toi st
dung tat ca cac véc to 2p-gram, 21-gram,..., 2n.1-gram trong
mot bo phan I6p duy nhat (N 1a mot gia tri dinh trudc, trong
két qua thong ké o trén N = 8). Hé qua 1a véc to dic trung thu
duogc ¢6 s6 chiéu 1a 2562N. S6 luong chicu I6n c6 thé dan dén
viéc tang d6 phuc tap va thoi gian xu Iy [4], nén ta can ap
dung mat giai thuat thich hop dé giam sé chiéu xudng muc

hop ly.

Trong McPAD, cac tac gia st dung mot thuat toan phéan
cum dic trung dwoc dé xuit bai Dhillon et al [3] dé giam sé
chiu cho véc to dic trung. Cac dic trung duoc phan phéi
Va0 c4c cum sao cho sé cum 1a nho nhét trong khi lwong mat
mét thong tin 1a c6 thé chip nhan duogc. Sau do, véi mdi cum,

gid tri trung binh cua cic dic trung trong mdi cum duoc tinh
va dugc dung nhu la dic trung cua véc to dac trung mai.

Chiing t6i da thir 4p dung phuong phap giam sb chiéu
ctia McPAD, nhung két qua khong nhu mong doi. Khi ty 1¢
duong tinh gia & muc chap nhan duoc 1a 102, ty 1é duong
tinh that chi dat toi 0,5. Ly do cho két qua toi nay 1a véc to
dic trung ctia chling toi ¢6 s6 chiéu Ion hon gap N lan (256N
dic trung) so véi cac véc to dic trung cia McPAD (2562
chiéu), do d6 s& ¢ nhiéu hon ca vé sé dic trung c6 gia tri,
lan cac dic trung du thira. Chia dic trung thanh cac cum va
sir dung gia tri trung binh cua cac cum lam dic trung mai
lam mat mat lugng thdng tin chira trong cac dic trung tét, do
d6 can loai bo cac dic trung du thira va chi giit lai cac dic
trung t6t. D& lam duoc diéu do, ching t6i st dung thuat toan
giam sb chiéu Chi-Square [9], chon mét tap con cac dic
trung tot nhat, va sir dung chiing trong véc to dic trung. Bo
phén 16p st dung phuong phap cia ching toi dat dugc do
chinh xéc rat cao nhung chay trong mot khoan thoi gian rat
ngan.

Phan tiép theo cua bai bao dugc t6 chire nhu sau. Myc I
gigi thiéu nhitng kién thirc co so can thiét dé hiéu va nam bat
dugc phuong phap do chung t6i d& xuét. Chi tiét vé phuong
phap nay duoc mo ta trong muc I11. Cac két qua thuc nghiém
dugc trinh bay ¢ muyc IV. Cudi cing 1a két luan va phuong
hudng phat trién tiép theo.

I1. KIEN THUC CO SO
A. Phan lop mét lop

Phat hién dua trén bit thuong c6 thé coi 13 mot bai toan
phan 16p véi hai nhan muc tiéu 1a binh thuong va tin cong.
Do trong thyc té da sé cac hanh vi truy nhap vao mang la
binh thudng, rat kho va t6n kém dé thu thap dugc mot bo dir
lieu dugc gan nhan san phan anh cac hoat dong that vira bao
gom cac goi tm binh thudng vira chira cac goi tin tan cong,
gan day mot s6 phuong phap hoc may khdng gan nhan hay
con goi la phan 16p mot 16p da dugc dé xuat. Cac phuong
phap phan 16p maot 16p chi sir dung dit liéu mang binh thuong
khong bi tan cong dé huan luyén tao md hinh phan &nh céc
hanh vi truy nhap mang binh thuong, trén co s¢ d6 phat hién
ra cac hanh vi bat thuong la céc tin cong tham nhap mang.
Trong cac phuong phap phan 16p mét 16p, phuong phap phan
I6p mot 16p SVM (Support Vector Machine) dugc lya chon
st dung trong hé théng phat hién tham nhap dua trén bat
thuong McPAD vi ching té dat hiéu qua cao trong phan loai
van ban [6], mot van dé tuong dong voi phat hign bat thuong
dua trén cac thong ké n-gram [11].

B. Thudt toan Chi-Square d@é loc thdng tin ddc trung

Dé han ché s6 chiéu cia véc to dic trung, tranh 1am gia
tang d6 phic tap tinh toan va thoi gian thuc hién qua muc
chap nhan dugc, mot tap dac trung qua I6n can dugc loc dé



gitr lai mot tap con chi bao gdm céac dic trung thoa man mot
s tiéu chi cho trude. Cac dic trung dwoc chon giir nguyén
ngit nghia ban dau. Viéc rat gon tap dic trung twong duong
vGi hudng qua trinh hoc va xa ly dit liéu vao nhirng thdng tin
¢6 ¥ nghia nhét ddi véi myc tiéu phan 16p, gitp phan biét dir
liéu thudc céc 16p khéc nhau mot cach hidu qua nhét.

TuUy vao viéc str dung dit liéu c6 hay khong dugc gan
nhén, qué trinh loc thdng tin dic trung c6 thé dwoc giam sat
hay khong duoc giam sat. Cac phuong phap duoc giam sat
xac dinh méi twong quan gitra cac dic trung va nhan 16p dua
trén cac d6 do khoang cach, do phu thuoc thdng tin, va tinh
nhét [2]. Nguoc lai, cac phuong phap khong giam sat loc
thdng tin chi dya trén mdi tuong quan giira cac dac trung véi
nhau, ma khéng sir dung gi dén cac thong tin vé nhan. Céc
nghién ctu tong quan va chuyén sau hon vé ly thuyét loc
thong tin dic trung duoc dé cap dén trong cac bai béo [1,5,
7,15]

Thu tuc loc thong tin dac trung s& dwoc ching toi ap
dung ¢ giai doan hoc may khi céc dir liéu dau vao déu dugc
gan nhan. Vi vay, trong khuén khd cong trinh nay, ching toi
chi quan tdm dén cac phuong phap loc théng tin ¢é giam sét.

Nhu chung t6i da dé cap trudc d6, phat hién xam nhap
dua trén bat thuong sir dung dic trung 1a s6 1an xuat hién cua
n-gram ciing twong duong nhu bai toan phan loai van ban.
Vi vay, cac phuong phép chon dic trung tot cho bai toan
phan loai vin ban ciing s& tot cho bai toan phat hién bat
thuong.

Mot s6 thuat toan chon dic trung tiéu biéu thuong duoc
sir dung trong phan loai vin ban c6 thé ké ra bao gom
“Information Gain” (IG) [15], “Chi-Square” (CHI) [8, 15],
“Document Frequency” (DF) [15], va “Mutual Information”
(M1) [10]. Trong [15], thi nghiém da cho thiy céc thuat toan
nhu IG hay CHI la nhirng giai thuat cho hiéu qua cao nhat.
Vi CHI dé cai dat hon ca, chlng t6i str dung thuat toan nay
dé giam s dic trung cta véc to dic trung.

Trong théng ké, phuong phap Chi-square duoc ding dé
kiém tra do lién quan gitra 2 sy kién A va B. Trong viéc giam
dic trung cua bai toan ndy, 2 su kién 1a su xuit hién cua céc
dic trung va cua nhan lép. Cac dic trung s& dugc xép hang
theo cong thirc sau:

Nee, — Egge, 2
y oy Nee —Fee)

X2(ID,t,c) = 2
e {01} ec£{0,1} erec

Trong d6, e;= 1 khi ma phan noi dung g6i tin D chira dic
trung t, nguoc lai ;= 0; ec =1 khi D thudc 16p ¢, nguoc lai
ec =0, N la tan s6 quan sat dugc cua D va E 1a tan s6 ky vong.
Vi duy, E11 12 tin s6 ky vong cua su kién dic trung t xuat hién
trong phan noi dung goi tin thuoc 16p c. Twong tu, N1z 12 tan
s6 quan sat duoc cua su kién dic trung t xuat hién trong phan
noi dung goi tin thugc 16p ¢. Ta gia thiét sy xuat hién cua mot
ddc trung va sw xuat hién cua mot nhan I6p 1a doc lap véi
nhau.

111. BO PHAN LOP TONG QUAT
A.  Trich rut ddc trung

Dé trich rat cac dic trung cua dit liéu, chlng toi tap trung
vao phan noi dung cua g6i tin. Cu thé hon, tin s6 xuét hién
cuia Cac gia tri 2 byte s& duoc dém, va khoang céch gitra cac
cip byte thay doi tir 0 dén N-1 thay vi dung & mot gia tri cb
dinh nhu McPAD. Vi dy, véi cap AB (byte dau tién 1a A, byte
tiép sau la B) ching t6i quan tam dén AB, A*B, A**B, ...,

A(*)V1B. Tan suat xuat hién cua chiing duoc luu vao cac véc
to 2y-gram twong ung, véi v chay tir 0 dén N-1, sau do cac
véc to lai noi lai véi nhau tao thanh mot véc to dac trung co
s6 chiéu tong cong 1a 256°N.

Vi du, néu mdi phan tir don vi ¢6 3 gia tri khac nhau A,
B, va C, va chiing ta c6 payload AABCCABAA, thi so6 lan xuat
hién cta cac 2o-gram s& nhu sau:

AA BB [ CC | AB BA BC | CB | AC CA
2 0 1 2 1 1 0 0 1

Véc to sb 1an xuat hién cua cac 2;-gram:

[A*A [B*B [ C*C [ A*B [B*A [ B*C [ C*B_ | A*C [ C*A |
1 1 1

I I |

Véc to dic trung cudi cuing thu dugc 1a két qua ndi 2 véc
to trén:

AA BB | CC | AB .. | BXC | C*B_| A*C C*A
2 0 1 2 .1 1 1 1

Phuong phap tong quat héa cua ching tdi tan dung toi
da lugng thong tin v& tan suat xuat hién cua cac cap byte.
Tuy nhién, vi s6 luvong dic trung ting nén sé lwong dic trung
du thira, khdng c6 tac dung that su trong viéc phan biét cac
g6i tin hop 18 véi céc goi tin tin cong ciing ting. Vi thé,
chiing t6i tinh gia tri y%cua mdi dic trung, sau do chi giir lai
K dic trung co gia tri y? dé dua vao véc to dic trung sau
cung (K 1a mot tham sé ¢b dinh dugc xac dinh tir trudc).

B. Co ché hoat déng cua bé phan lép

B6 phan I6p cua ching toi hoat dong theo 2 giai doan:
giai doan huan luyén va giai doan kiém tra.

Giai doan huin luyén (hinh 1) c6 dau vao la phan noi
dung cta cac goi tin binh thuong. B phén 16p trich rat va
rit gon cac véc to dac trung theo phuong phap da néu & trén.
Sau do, cac véc to dic trung dugce dung dé huan luyén bo
phan loai mot 16p SVM tao ra mot hinh vé cac hanh vi truy
nhap mang hop 1&. Md hinh nay s& dugc dung dé phan Iop
c4c goi tin & giai doan kiém tra.



Trich rat Giam dic trun Huan luyén mé
diic trung : e hinh 1 16p SYM
/ Noi dung Tapdic / /M6
/ P trung / .‘."" hinh ‘."
goi tin dugc chon / L /

Chon dic trung
bing phuong
phép Chi -Square

Hinh 1. So' do qué trinh hudn luyén

Giai doan kiém tra (hinh 2) c6 dau vao la phan noi dung
cta goi tin can kiém tra dé phét hi¢n tham nhap. Sau qué trinh
trich rt ddc trung ¢ phan loai s dung model nhén duoc ¢
qué trinh huan luyén dé kiém tra cac payload va xac dinh
chung 1a binh thuong hay tan cong.

Tap ddc
trung )
dugc chon /

/ NGi dung Trich rut ddc trung Mo
goitin / trong tap dugc chon /" hinh |

" Nhin cla

g6i tin Phan loai goi tin

Hinh 2. So' dé6 qué trinh kiém tra
IV. THUC NGHIEM
A. Cach thuc hién

Chuing t6i mé rong ma ngudn mé cia McPAD? dé tao ra
bo phan loai méi. M6 dun dau tién ma chang toi viét duoc
dung dé trich rat dic trung tir dit lidu theo phuong phép da
dugc mod ta & muyc III.A. Mb dun tiép theo la chon dic trung
Chi-Square, dwoc dung dé chon ra cac dic trung tot nhét va
loai di cac ddc trung du thira. Trong thi nghiém, gié tri cia N
1410 (v chay tir 0 dén N-1), vi s6 lwong cac bo phan loai dugc
dung trong thi nghiém cta McPAD la 10. Ngoai ra, trong
MCcPAD, s chiéu dugc rit gon tir 2562 vé 160, do d6 chung
t61 dé K (s chiéu sau khi rat gon) 1a 160.

B. Cdac do do

C6 hai do do duoc st dung dé danh gia kha nang cua bo
phan loai la duong cong ROC (Receiver Operating

4 http://roberto.perdisci.googlepages.com/mcpad

5 https://www.ll.mit.edu/ideval/data/1999/training/week1/index.html

Characteristic) va dién tich duéi duong cong nay AUC (Area
Under the Curve). Puong cong ROC |a mot db thi biéu dién
su twong quan gilta ty 1€ duong tinh that va ty I¢ duong tinh
gia, con dién tich dudi duong cong cho thiy do chinh xac cia
b6 phan loai trong viéc phat hién hanh vi doc hai.

C. Dirligu

Trong thi nghiém, ching tdi sir dung hai bo dix liéu. D
liéu binh thuong chira cac hanh vi binh thudng, dugc trich
rit tir bo dit lieu DARPA’99% (b6 dir liéu nay phan anh hoat
dong truy cap mang trong nhiéu tuan & mot truong dai hoc,
chiing t6i chi lay ra dir liéu cia tuan dau tién). Bo dit liu sau
trich rat dugc dung dé huan luyén mé hinh va kiém tra ty 18
duong tinh gia. Bo dit liéu con lai 1a cac hanh vi doc hai,
dugc dung dé kiém tra kha nang phat hién doc hai cua bo
phan loai. Bo dit liéu nay dugc chia lam 3 phan:

e Tén cong tong hop: Bao gdm 66 loai tin cong HTTPS,
trong d6 ¢6 11 loai kiéu shellcode va mang theo ma thuc thi
trong phan ndi dung goi tin, cac loai tan coéng con lai bao
gom kiéu tin cong tir chdi dich vy, tan cong ro ri thong tin,..

e Tén cong shellcode: Bao gom 11 loai tin cong shellcode
lay tir phan trén.

e Tin cong CLET: Chira 96 tin cong da hinh duoc sinh tir
b6 sinh da hinh CLET [12].

D. Két qua thuc nghiém
1. B4 chinh xéac

Béang 4 cho ghéy gia tri AUC cua b phan loai cua ching
toi. Gia tri nay rat gan véi 1, tuc la rat tot, va co thé sir dung
trong thuec té.

Bdng 4: Gia tri AUC cua cac bg phan logi

Loai tan cong AUC

Tan cbng tong hop 0,97227
Tan cong Shellcode 0,98656
CLET 0,96737

2. Sosénh véi PAYL va McPAD

Trong phan nay, ching tdi so sanh kha ning phan 16p
cua bo phan 16p cua ching toi véi PAYL va McPAD doi véi
3 loai tan cong néu trén.

6 http://roberto.perdisci.com/publications/publication-
files/HTTP_generic-attacks.zip?attredirects=0
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Po thi 3. Tdn cong CLET

Céc d6 thi 1, 2, 3 cho thay véi kiéu céc tin cong tong
hop, shellcode va CLET, PAYL déu c6 ty 1¢ duong tinh that
thdp khi ma ty & duong tinh gia & muc rat thip (bé hon 10
3). Vi kiéu tan cong téng hop, McPAD dat duoc ty 16 duong
tinh that kha cao ¢ mirc duong tinh gia nhu trén, nhung bo
phan loai cia ching t6i vuot troi so v6i 2 b do trén ca mién
gia tri cua ty &€ duong tinh gia. Vi du ¢ muc dwong tinh gia

la 2x10°®, gia tri duong tinh that cua McPAD la 0,6, it hon
nhiéu so vai cua ching tdi, 0,8. Tiép d6, & mirc duong tinh
gia 102, ty I¢ duong tinh that cua ching toi 1a gan 1, nhung
ciia McPAD chi 12 0,9. Véi kiéu tan cong shellcode ca CLET,
bo phan loai cua ching tdi chi t5t hon mot chit so Vi
MCcPAD, vi thuc ra McPAD vén di phat hién rat tét hai loai
tan cong nay.

Bang 5: Thoi gian xit Iy trung binh mai goi tin

B phéan loai Thoi gian trung binh(ms)

PAYL 0,039
McPAD 13,39
Cua chung toi 2,06

Béng 5 so sanh thaoi gian trung binh xa ly mot goi tin caa
céc bo phan loai trong qué trinh kiém tra. Mac du PAYL chay
rat nhanh, d6 chinh xac ctia no chua cao nhu ta c6 thé thay ¢
thi nghiém trén. Diéu thi vi 12 bo phan loai cua ching toi
chay nhanh gip 6 lan McPAD nhung chinh xac hon nhiéu,
vi McPAD chay nhiéu bo phan Iép, trong khi cua ching toi
chi c6 mot.

IV. KET LUAN

Chung t6i da dé& xuit mot phuong phap trich rat dac
trung méi, mé rong cua cac phuong phap trich rat 2-gram va
2,-gram trong céc hé théng phét hién thAm nhap mang dua
trén bat thuong PAYL va McPAD, st dung két hop véi
phuong phap chon déc trung Chi-Square. Phuong phap cua
chiing t6i quan tam dén céc gia tri khac nhau cua khoang cach
giita hai byte, do d6 nhan dugc nhiéu théng tin hon tir tan s6
xuit hién cua céc cap byte khf)ng lién nhau. Sau d6, chung
toi ap dung phuong phap nay dé xay dung bo phan 16p mot
I6p SVM dé phat hién mot cach hiéu qua cac tan cong vao
hé thong may tinh. Két qua thi nghiém cho thay bo phan loai
nay c6 thé phat hién rit nhanh nhiéu loai tin cong HTTP,
luon dat dugc ty 1€ duong tinh that cao khi ma ty 1€ duong
tinh gia lubn & mac thap. Ngoai ra, két qua thuc nghiém con
cho thdy b phan loai cua ching t6i c6 hiéu qua vuot troi so
véi cac bo phén loai PAYL va McPAD. Do @6 ching t6i tin
rang bo phan loai ndy hoan toan cé thé dugc 4p dung trong
thuc té.

Phuong huéng tiép theo cua bai béo 1a nghién ctu dé
Xuit mot giai phap rat gon cac dic trung phit hop hon véi cac
chu tric dic trung dang 2,-gram thay vi 4p dung mot phuong
phép c6 tinh phd quat nhu Chi-Square.
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