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NGHIEN CUU MOQT SO HE MAT MA NHE
VA UNG DUNG TRONG loT
Lé Phé D6, Mai Manh Trung, L& Trung Thuc, Nguyén Thi Hing, Vuong Thi Hanh,
Nguyén Khic Hung, Dinh Thi Thiy, Lé Thi Len!

TOm tdt: Nguoi ta wée tinh dén nam 2020 sé ¢é hon 50 ty thiét bi két néi internet, nghia la
MGi ngueoi trén trdi dat trung binh sé ¢é 6,6 do vat truc tuyén. Trdi ddt sé duwoc che phu boi
hang triéu cam bién thu thap thdng tin va tai 1én internet. Pé dam bao céc két néi duroc an
ninh va an toan céc thiét bj @6 can cé cac hé mdt vira c¢é dg mat can thiét, tiéu ton it nang
leong, bg nhé va cac cong logic. D la cdc hé mat ma nhe, gom ma khoi hang nhe, ma dong
hang nhe va cac ma xac thuc hang nhe. Trong bao cao nay ching toi gidi thi¢u mgt 6 hé
mdt trong mat ma nhe, dwa ra nhiing diém manh va diém yéu cua ching. Cac hé ma khoi
hang nhe dwroc nghién cizu gom Klein, Led, Present, Mini — AES, Mcrypyon va Katan. H¢é
ma dong duroc chung toi gidi thieu la Grain. Két qua c6 thé dung lam tai liéu tham khdo cho
cac nha chuyén mdn vé mdt ma nhe va loT.

Tir khoa: Mat ma nhe, ma khéi, ma dong, 10T, Present, Grain, D6 tré, Hiéu suat, B an toan, ...

1. MO PAU

Véi céc thiét bi c6 tai nguy@n han ché thi cac thuat toan mat ma thong thuong la qué 16n, qua cham
Vva qué ton nang luong. Cac thuat toan mat ma nhe khic phuc dugc nhimg nhuge diém nay. Muc tiéu
ciia mat ma nhe 12 mot loat cac tng dung cho cac thiét bj hién dai, nhu cac thiét bi do thong minh, hé
théng an ninh xe, hé théng giam sat bénh nhan khong day, hé théng giao théng théng minh (ITS) va
Internet of Things (IoT), ...

Trong thiét ké caa mat ma hang nhe su can bang gitta chi phi, an ninh va hiéu suit phai dugc dam
bao. Vi cac mé khdi, do dai khoa dua ra sy thoa hiép giira d6 an toan va gia thanh, trong khi d6 sb vong
dua ra thoa hiép gitra hiéu suat va do an toan. Thong thuong, ta c6 thé dé tdi wu héa duoc hai tiéu chi
bat ky trong ba tiéu chi trén, nhung viéc téi wu héa ca ba muyc tiéu 1 viéc rat kho. Bén canh do, cai dat
bang phan caing ¢ hiéu suat cao ciing can tinh t6i giai phap dé tranh céc tin cong kénh ké. Diéu nay
thudng dan toi cac yéu cau vé dién tich cao, dong nghia véi chi phi cao.

CAc yéu cau thiét ké va mat ma hang nhe can:

Vé dd an toan, muc tiéu xay dung cac hé ma hang nhe 1a thiét ké mot hé mat khong qua yéu (va
khong voi muc dich thay thé céc thuat toan ma truyén thong khac), nhung phai du an toan (tat nhién
khong thé khang lai duoc cac ddi phuong cé du moi diéu Kién), chi phi (cai dat, san xuat) thip va mot
yéu cau quan trong ddi véi cac thiét bi kiéu nay Ia tinh gon nhe “on-the-fly”. Tém lai, cin xay dung
mot hé mat khdng phai tt nhit, ma phai can bang gitra gia thanh, hiéu suit va do an toan.

Veé higu qua trong cai dit, thuong duoc danh gia qua cac do do sau: dién tich bé mat (Area), Sb
chu ky xung nhip (cycles), Thoi gian, Thong lugng (throughout), Ngudn (power), Ning luong (energy),
Dong dién (current). Tinh hiéu qua la ty 1€ thong lwong vai dién tich, dugc dung 1am do do cho tinh
hiéu qua phan cing.

e Dién tich bé mit (Area): C6 thé tinh bang micro m? nhung gia tri nay phu thugc vao cong
nghé ché tao va thu vién chuan. Dién tich tinh theo GE duoc tinh bang cach chia dién tich theo
micro m? cho S céng NAND 2 dau vao.

S6 chu ky xung nhip (cycles): 1a s6 chu ky xung nhip can dé tinh toan va doc dit liéu ra.

e Thoi gian: Luong thoi gian can thiét cho mot phép tinh cu thé ¢ thé duoc tinh biang cach chia
s6 chu ky xung nhip cho tan s6 hoat dong t = (s6 chu ky xung nhip)/tan s. Pon vi tinh theo
mi-ni gidy (ms).

e Théng lweng (throughtout): La s cac bit dau ra chia cho 1 lugng thoi gian nao d6. Pon vi
[bps]
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e Nguén (power): Tiéu thu ngudn c6 thé dugc udc lwong & mic céng thdng qua bo bién dich cai
dat. Bon vi thuong Micro walt. Cha y viéc wde lwgng tiéu thu & mic transitor 1a chinh x&c hon,
nhung diéu ndy s& yéu cau nhiéu budc hon khi thiét ké.

e Ning lugng (energy): Tiéu thu nang lugng dugc dinh nghia 1a tiéu thy nguon qua 1 khoang
thoi gian cu thé. N6 thuong dugc tinh toan bang cach nhan tiéu thy nguon vai thoi gian can cho
phép tinh d6, don vi Joule trén bit.

Dong dién( current): La tiéu thu ngudn chia cho dién 4p thong thuong.

e Tinh hiéu qua cai dat: eff = (dién tich)/ thong lugng

2. MQT SO HE MAT MA KHOI HANG NHE
2.1. Giéi thiéu cac thuat toan ma khdi hang nhe

M4 khéi hang nhe 1a2 mot nhém thuoc mat mé nhe sir dung trong an toan thong tin, ¢ dé thuat toan
m4 hoa st dung dau vao la cac khdi B-bit va khoa la K-bit.

Mot s6 hé mat ma khdi hang nhe tiéu biéu thudng duoc sir dung trén thé gigi hién nay:

Hé mat Kich thwéc khdi tin | Pd dai khda S6 vong ma hoa
KLEIN 64 bits 64 — 80 — 96 bits 12 - 16 — 20
LED 64 bits 64 - 128 bits 32-48
PRESENT 64 bits 80 - 128 bits 31

MINI-AES 64 bits 64 bits 10
MCRYPTON 64 bits 64 — 96 - 128 bits 12

KATAN 32 — 48 — 64 bits 80 hits

2.2. Panh gia cac thuit todn
Chung t6i thuc hién dénh gia thuat toan ma héa qua cac tidu chi: do tré xu ly, s6 luong cong tuong
duong, nang lugng tiéu thy, do an toan.
Do tré xir ly:
Dinh nghia 1. D6 tré xir ly thuit toan [3]
Do tré xir ly thuat toan dai dién cho khoang thoi gian dé thuat toan hoan thién xur ly mot nhiém vu.

Trong bai bao nay, chiing tdi sir dung n6 1a thudc do thoi gian md hda mot khéi ban rd xac dinh. Do tré
xu ly thuat toan L dugc tinh boi cong thire:

L=N.tg
Trong do,

e N:sb xung nhip can dé thuc hién mot chu ky ma héa

o tg,:dotré tdi da thoi gian thyc hiégn mot chu ky md hoa

e Don vi cua L dugc tinh bang nano gidy (ns): 1ns = 10 %s

Ching t6i tdng hop cac két qua wéc tinh trong san xuét cua cong ty NXP Semiconductors, mét don
vi san xuat san pham vé& vi mach dién tir tich hop tai Bi. Tir d6 c6 thé truc quan danh gia dinh lugng do

tré ctia cAc thuat toan ma hda, két qua thuc nghiém dugc xét trong 2 truong hop: (1) Khong rang buoc
vé thoi gian time-out va (2) C6 rang bugc vé thoi gian time-out.
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D6 tré t6i thidu (ns) Do tré toi thidu (ns)
Trwéng hop c6 rang budc time-out Trwéng hop khéng rang budc time-out
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Hinh 1. Uéc tinh do tré [3, 4]
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Hinh 2. Uéc tinh do tré trung binh [3, 4]
S6 lwong cong twong dwong:
Dinh nghia 2. Cbong tuong duong - Mot cong twong dwong dirgc mé - -
DD DD
phong bang dién tich vat 1y ma mot cong logic NAND hai dau vao
chiém trong vi mach dién tir.
A —i| Be—I

Pon vi cua cong trong duong 1a GE (Gate equivalence), 1kGE =
1000GE. Mét sb cac phép toan logic twong duong tiéu biéu trong thuat ¢+ wcC
toan mat ma: AND, NAND, OR, XOR, NOR, NOT.

Bang nhitng thuc nghiém, cac ki su nghién ctru cia NXP di dua
ra duoc cac két qua ude tinh khi do trén ciing mot chu ky mé héa dbi
véi mot sé thuat toan: KATAN (460GE), PRESENT (1kGE), LED
(700GE), SIMON (520GE), PICCOLO (700GE/180ns), KLEIN &
(700GE/130ns).

Tiéu thu nang lwong:
Dinh nghia 3. Muc tiéu thy nang lugng

Két qua cho muc tiéu thu ning luong trung binh duge udc tinh da trén hoat dong chuyén mach cua
mach. Trong bai bao chiing téi tin téng hop cac wdc tinh ctia mot sé nghién cut dang tin cay.

Mic ti€u thy nang luong dugc udc tinh dya trén cong thuce [1] sau:
_P.L _P.N.ty
B B

Trong do,

e P: dién nang ti€u thy trung binh
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e N:sb xung nhip can dé thuc hién mot chu ky ma hoa
o tg,:ddtré toi da thoi gian thyc hién mot chu ky ma hoa
e B:kich thudc ban tin

bPién nang (uW) bién ndng (W)
Co6 rang budc time-out Khong rang budc time-out
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Hinh 3. Udc tinh dién nang tiéu thu [1, 2, 3]
D6 tré trung (ns/vong) D6 tré trung (ns/vong)
Trwéng hop c6 rangbudc time-out Trwwéng hop khéng rang budc time-out
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Hinh 4. Udc tinh nang lugng tiéu thu [1, 2, 3]
P an toan:

Dinh nghia 4. Khoang cach tong bién thién [5]: Goi X, Y lan luot 12 hai bién ngau nhién trén tap hiu
han Q. Khoang céch téng bién thién cua X va Y duoc xac dinh boi:

d™V(X,Y) 2 maler[X € A] — Pr[Y € A]|.

Pai lugng nay thuong duoc dung trong mat ma dé phén tich d6 an toan cua thuat toan truéc céc dang
tan cbng chung. C6 thé hiéu d6 la xac suat thanh cong Ién nhat cua viéc tan céng ¢ hai truong hop:
truong hop 1y tudng va truong hop thuc té.

Y twéng thiét ké thuat toan méi:

Mot cau hoi ma tat ca cac nha thiét ké can giai quyét trong khi thiét ké bit ky ma phap nao 1a “do
an toan bao nhiéu thi dwoc coi la di an toan”. Do d6, néu mot co ché an toan duoc trién khai khong
duoc sir dung day du kha ning ctiia né s& dan t6i viéc lang phi tai nguyén. Mat vi du, ta déu biét rang
AES di duoc phan tich rong rai d6i voi do an toan ciia no. Cho dén nay, né da dugc ching minh khang
lai rat nhiéu tan cong. Do d6, that 1y tuong khi cac nha cung cap phat trién dwoc thuat toan AES trong
cé4c thiét bi ciia ho. Tuy nhién, mot van dé gap phai ddi vai AES 1a n6 rat cong kénh va can rat nhiéu
tai nguyén cho viéc cai dat. Ngoai ra, nd cung cap do an toan nhiéu hon nhiing gi can thiét cho viéc sir
dung [2]. Vi vy, ta can thiy rang dé thiét ké mot nguyén thay pha hop vai cac han ché vé tai nguyén
cua cac thiét bi nho va cuing ldc cac nguyén thay nay ciing cung cip do an toan day du cho viéc sir dung.
Pay ciing chinh 1a mét trong nhitng nguyén nhan chinh thic day mat ma hang nhe phat trién. Bay gio,
ta xem xét khia canh ky thuat cua thiét ké ma khéi, sau khi quyét dinh chon lwa cac tham sé dau vao

4 Nghién ciru mét sé hé mat ma nhe va tng dung trong loT



[Document title]

phu hop viéc tiép theo ma ngudi thiét ké quan tdm chinh 13 ham vong. Dac biét déi véi ma khdi hang
nhe, ham vong phai that don gian d6i véi cai dat phan cing. Mot ham vong chira mot ham phi tuyén va
mot ham tuyén tinh. Ham phi tuyén duoc goi 1a tang xao tron con ham tuyén tinh dwoc goi la tang
khuéch tan. Do vay, ching ta dua vao hai phuwong phap quan trong la xao tron va khuéch tan trong viéc
xay dung ham vong. Muc dich ctia hai ham nay dwoc phét biéu cy thé nhu sau:

e Xao tron (confusion): Su phu thudc cia ban ma déi véi ban rd phai thuc phic tap dé gay ric
r6i, cam giac hon loan ddi voi ké thi ¢é ¥ dinh phan tich tim qui luat dé pha ma. Quan hé ham
s6 cua méa-tin 1 phi tuyén (non-linear).

e Khuéch tan (diffusion): Lam khuéch tan nhitng miu van ban mang dic tinh thong ké (gay ra
do do du ngdn ngir) 1an vao toan bd van ban. Nho d6 tao ra kho khin cho ké thu trong viéc do
pha mi trén co s¢ thong ké cac mau lap lai cao. Sy thay doi ciia mét bit trong mot khdi ban ro
phai dan t6i sy thay d6i hoan toan trong khdi ma tao ra.

3. HE MAT GRAIN
3.1 Lichsw

Grain la hé¢ mat ma dong dugc dang trén eSTREAM boi Martin Hell, Thomas Johansson va Willi
Meier nam 2004 vé6i phién ban dau tién Grain v0 [8]. Sau d6 hé mat nay tiép tuc dugc phét trién thanh
Grain v1 [7] — 1a mét trong bay du an dugc eSTREAM dua vao cac danh muc dau tu tir 09/09/2008.
Cung vai Grain vl [a mot phién ban mat ma véi khoa bi mat 128 bits — Grain-128 [7] ciing duoc &p
dung rong réi hi¢n nay.

3.2 Mb ta thuat toan
Grain v0

Grain l1a mot hé ma hoa dong dong bg, cac khda dong s& dugc tao mot cach doc lap tir ban rd. Thiét
ké ciia Grain dugc dua trén hai thanh ghi dich chuyén, mot thanh ghi dich héi tuyén tinh (LFSR - linear
feedback shift register) va mot thanh ghi phan héi phi tuyén (NFSR - nonlinear feedback shift register).
Do dai cac thanh ghi dich du 12 phan hdi tuyén tinh hay phan héi phi tuyén nén 1a nguyén té cing nhau
dé tranh xuét hién chu ky con khi tao ddy bit ngau nhién va 6 dau tién cia chdng I chira bit 1 [13]. Hai
thanh ghi nay cling véi mot ham dau ra tao ra ba khéi chinh cho thuat toan. Noi dung ciia LFSR duoc
biéu dién bang s;, S;41, ..., Si+79 VA NI dung ciia NFSR duogc md ta bang by, b;q, .., bi479.

Pa thic nguyén thay cua thanh ghi dich hoi tuyén tinh: f(x) = 1 + x' + x2° 4+ x*2 + x57 +
x67 + x80

Ta st dung mét phién ban cap nhat cia LFSR nhu sau: S;,g0 = Site2 + Sizs1 + Sit3g + Siz23 +
Si+13 T S;

Ham cua bo ghi dich hdi phi tuyén (NFSR) dugc dinh nghia nhu sau:

go(x) =14 x18 4+ x20 + x28 4+ x35 + x*3 4+ x47 + 152 + x5 + x66 + x71 4+ x80 + x17x20

+ x43x47 + x65x71 + X20X28X35 + x4-7x52x59 + x17x35x52x71 + x20x28x43x47

+ x17x20x59x65 + x17x20x28x35x4-3 + x4-7x52x59x65x71 + x28x35x43x4—7x52x59
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Loai bo nhiing gié tri khdng can thiét ta dwogc ham cap nhat nhu sau:

bitgo = Si+ biye2 + bizeo + biysz + biyas
+ biy37 + biy3s + bitag + biyor g(x) f(x)

+ biy14 + biyo + b + biye3biteo | |
+ biy37bi+33 + biy15bise NFSR e LFSR

+ biy60bits2biras

+ biy33bit28bisa1
+ biy63bitashiragbive
+ biye0bits2bivys7bivas

+ biye3biteobiv21bit1s

h(x)

\ 4

+ biy63biteobirszbivasbirsy
+ biy33bit28bis21biv15bite e (1

»

+ biys2bivashiys7bivsszbitaghivan

Noi dung ctia hai thanh ghi dugc thay ddi trang thai cia mé héa. Tir 5 bién dau vao, qua ham logic
h(x) dugc can bang vai mét dau ra cia ham phi tuyén NFSR.

ho(X) = xq + x4 + Xgx3 + X3X3 + X3X4 + XgX1 X5 + XXXz + XoXpX4 + X1 X2X4 + X3X3X,
trong d6 Xy, X1, X, X3, X, twong Ung Vi CaC Vi tri 43, Si425, Sitae Sivear Dives. PAU ra ciia ham nay
s¢1az°% = Yxeabirk + Mo (Sit3, Sivas: Sivaer Sivesr Dive3)
Trong d6 A = {1,2,3,10,31, 43, 56}.

Grain vl

Twong tw nhu Grain v0, Grain v1 cling st dung k = 80 va sé bitscuadauralal = 64. Tuy nhién
cic bit ddu ra cua Grain vl dugc dinh nghia khac véi Grain vO0: z!; = Yiea, brsi +
Ny (Sit3, Siv25 Sivae Sitear Dives)

Trong d6 A; = {1,2,4,10,31,43,56}.
Grain-128

Thuat toan Grain-128 c¢6 dau vao k = 128 va dau ral = 96. Ham cia LFSR dugc dinh nghia
nhu sau: fi,5(x) =1+ x32 4+ x*7 + x°8 + x%0 + x121 4+ x'28 Ham ctia NFSR dugc dinh nghia
nhu sau: g155(x) = 1+ x32 + x37 + x72 4+ 1102 4 x128 4 x 44560 4 x 615125 4 563567 4 563567 4
x69x101 +x88x80 +x110x111 +x115x117

B loC: hi,5(X) = xgxq + X2X3 + X4X5 + XgX7 + XgX4Xg

PAu ra;
128 _
77 = Z bi+i + Soz4+i + hi28(bit12,Siv8r Sit13, Si+205 Pi+9s: Sitazs Si+60s Si+79 Si+95)
i€EA128
Trong d6 A,,g = {2,15,36,45,64,72,89}.
Tao khoa:
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Tao khoa

Trudc khi tao ra bit ky khéa dong nao, hé ma hoa can khoi g(x) f(x)
tao khoa va gié tri I\V. Khda sé c0 k bits k;,0 < i < 79
va cac bit cua gia tri IV duoc xdc dinh boi 1V;,0 < i < NESR D . o
63. A A

Dé khoi tao khoa, dau tién ta sir dung NFSR V6i
khoa b; = k;,0 < i < 79, stir dung 64 bits dau tién cua

LFSRvaigiatrilVlas; = 1V;,0 < i < 63. Cac bits con ‘I_Ei
lai cua LFSR duoc xac dinh bois; = 1;,64 <i < 79. »|_hix)
Tiep theo, thuat toan ma hoa dugc thuc hién 160 lan

N . X A Lo 1A, s +’@_
nhung khong sinh dau ra trong bat ky lan chay nao, thay

vao d6 ham dau ra s& dua két qua tro lai va XOR véi dau vao
cua ca LFSR va NFSR.

3.3 Sosanh vei cac hé ma hoa nhe khac

Thuét toan nay cho phép thuc hién == = GRS X L
2 hA A 2 : Ma phap B0 !1“ 0 .!‘.“ nhip trén mot lhungluqn';:u Xu Iy logic l)'."‘!‘ tien

song song 16 ma hda khac nhau, trien khai Khéa | khoi | P 100MHz (Rbps) | " °HC | (GEY)
nhanh hon, vGi chi phi sir dung it hon va Ma khoi , 1

FRETEPN 5 . O 5 Present 80 04 32 | 200 | 018 um | 1.570

dem lai hi¢u qua cao hon. Tinh higu qua ™ g 15 s [025 [ 3.048

Cua phan cung la ty Ie thOIlg hr(jng VOl  mCrypton | 96 64 13 492 0.13 um | 2.681

dién tich sir dung trong thuat toan, thuat Cacma dong -
: I AR Triviom |80 |1 [ | 100 (0.3 um  [2599
toan Grain cd tinh hi¢u qua phan ciing cao ., 20 : 7 100 0.03pm | 1.294

hon Trivium (77.28 > 38.48).

Céc cuc tan cong vao hé ma nay dé tim kiém chia khoa day du can ¢6 yéu cau phirc tap tinh toan
khong thap hon 28°. Trong phién ban géc v0, tc gia khang dinh: “Grain cung cAp mot bao mat cao hon
S0 Voi mot s6 thuat toan ma héa ciing duoc biét dén khéc, du dinh s& dugc sir dung trong céc tng dung
phan cing. Vi du nhu trong mi hoa cia E0 duogc st dung trong Bluetoot va A5/1 sir dung trog GSM.
So vé6i EO va A5/1, Grain cung cap su bao mét cao hon trong khi yéu cau mét phan cang nhé hon”.

3.4 Piém yéu
Phwong phdp tin cong tinh toan gia tri Key-1V yéu

y e R x , . , . . Version Grain v0 Grain vl
Mot diém yéu caa Grain chinh la Key — IV. Trinh Key |0x6£22a2a70elc363b62af 0xf57e358ecae6b3dc683d
A o At d3 hi tAn cH IV |0x44b604add4d79ebd 0x97652a7£1a112415
ty mQF keystream ta? ra bAOI NFSR rat de P ! taﬂn cor!g Bigo |0xc2ced7db3189a9ad94b8 0xd99ea5abb8d0129212c7
qua cac phuong phap thong C!ung nhu ‘xap Xi tuyén Sie0|0x00000000000000000000 0x00000000000000000000
tinh, chu ky ngan. Trong thuc té, sau 2k lan chay, trang ~ Version Grain-128
tha Lgsg thé '[g 0. \V&i ph ﬁ/ g Key 0xfd6af0f£0ad9bdad7037b91ef 1b9ccl3
ai cua co the tror vé 61 phuong phap nay v 0x014d3e274£8d3528ddad4310
Walsh tim ra 264/264/296 key — IV yéu trong tong s6 Bigo 0xc1bc1c087a79b533£9018d230df 26744
2144/2144/2224 key — IV va dé tim ra duoc cac key —  —2 Rk kst
IV yéu can 212.6/244.2/286 bit khda dc‘mg va Hinh 5: Piém yéu cia gia tri IV trong Grain

215.8/247.5/2104.2 phép tinh cho mbi phién ban Grain.
Phwong phdp tin cong khoi phuc Key-1V

Phuong phép tan cong khdi phuc Key — IV dugc Grobner, XL Zhuang-Zi sir dung dé giai quyét bai
toan NP-kh trong qué trinh tim Key-IV qua phan tich dai s6. V&i phuong phap nay, hai nha khoa hoc
da c6 thé khdi phuc cac khoa bi mat 150 bits trong khoang 2 gidy cho Grain v0, Grain v1 va tim ra chia
khoa cua Grain-128 véi khoang 100 bits sau 293.8 phép tinh.

Mgt s6 phwong phdp tin cong khéc

Ngoai nhirng phuong phép trén, viéc tan cdng vao h¢ mat Grain con lIa niém dam mé cua nhiéu nha
nghién cuu. Véi phuong phép do Itai Dinur and Adi Shamir d€ xuat dé pha v& cau truc cua Grain-128:
Dynamic Cube Attacks [12] tim ra khéa bi mat bang cach khai thac cac két qua thu dugc tir cube tester
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c6 thé khoi phuc toan bo 128 bits caa Grain khi s6 lugng vong khai tao cua Grain-128 giam xudng 207.
Hay véi phuong phap tin cong bang dai sé dién hinh vao mat ma dong, ké tham ma cd thé do ra duoc
dau ra ciia ham NFSR va LFSR. Hay cugc tan céng Time/Memory/Data Tradeoff ¢d thé pha ma Grain
véi @6 phuc tap tinh toan la 0(280)...

4. MOT SO UNG DUNG TRONG loT

Nguoi ta udc tinh dén nam 2020 s& c6 hon 50 ty thiét bi két ndi internet, nghia 1a mdi nguoi trén
trai dat trung binh s& c6 6,6 d6 vat truc tuyén. Trai dat s& dugc che phi bai hang triéu cam bién thu thap
thdng tin va tai Ién internet. Cac ngbi nha thdng minh s& duoc xay dung, trong cic ngdi nha d6 cac thiét
bi s& duoc két ndi, vi du nhu, 6 khda théng minh, ti lanh thong minh, tivi thong minh, ...

D6 chi la mot s ung dung cua IoT. Ngoai ra IoT duoc &ng dung trong y té, trong khai thac mo an
toan va du doan thién tai dugc chinh xac hon. Véi rat nhidu tng dung cua loT nhim dong gop vao sy
phét trién kinh té, cham soc suc khoe, giao thong van tai va doi song tét hon cho cong chiing , thi IoT
phai cung cap didu kién day du cho viéc bao mat dit liéu. Day chinh 1a manh dat ang dung cua cac hé
mat ma nhe. Cac hé mat ma nhe pht hop véi cac thiét bi trong loT, cac thiét bi véi tai nguyén han ché.

Coéng nghé RFID

Cong ngh¢ RFID (Radio Frequency Identification, nhan dang bang séng v tuyén) duoc tin 1a cong
nghé cho phép két ndi van vat.

RFID 1a mot phuong phép nhén dang ty dong dua trén viéc luu trix dit ligu tir xa, sir dung thiét b
thé RFID va mot dau doc RFID. Mot hé thong RFID t6i thiéu hom nhitng thiét bi sau:

1. Theé RFID (RFID Tag, con dugc goi la transponder): 1a mot thé gan chip + Anten
C6 02 loai: RFID passive tag va actlve tag:
» Passive tags: Khong can ngudn ngoai va nhan nang lugng tir thiét bi doc. Khoang cach doc
ngan.
e Active tags: Bugc nudi béng’PIN, su dung vai khoang cach doc Ic'fnv )

2. Reader hodc sensor (cai cam bién): dé doc thong tin tir cac thé, cd thé dat ¢o dinh hodc luu

dong.

3. Antenna: la thiét bj lién két giira the va thiét bi doc. Thiét bi doc phat xa tin hi¢u song dé kich

hoat va truyén nhan vai thé. ) ‘ )

4. Server: nhu nhan, xu ly dir liéu, phuc vu gidm sat, thong ké, dieu khién,..

Diém ndi bét cia RFID la cong nghé khong sir dung tia sang nhu ma vach, khong tiép xdc tryc tiép.
Mot vai loai the co the duge doc xuyén qua cac mdi truong, vat lieu nhu BE tong, tuyet, swong mu, bang
da, son, va cac diéu kién moi trrong thach thire khdc ma mé vach va cac cdng nghé khac khdng thé phat
huy hiéu qua.

Thé RFID c6 thé doc trong khoang thoi gian < 10ms.

Thé RFID duoc dua vao sir dung trong rat nhiéu Iinh vuc nhu: Quan 1y nhan sy, quan Iy hang héa
vao/ra siéu thi, nha kho, ... theo doi dong vat, quan ly xe cd qua tram thu phi, lam thé ho chiéu ...
RFID |a cong nghé hién dai giiip néng dén ting ning suat, giam chi phi dau tw

Khi dugc gin 1én nong san, the RFID cung cap thong tin gidp kiém soat theo qué trinh, tir san xuat,
dong goi, bao quan, dén van Chuyen . Nho d6 nguoi ndng dan vira tang nang suat chat lugng cho san
phdm diu ra, vira tao dung duoc niém tin véi ngudi mua.

Ddi v6i gia stic dugc gan thé RFID, nguoi ndng dan s& xac dinh vj tri, ngudn géc, cac chi s6 sinh
ly... Tt d6 co diéu chinh ché d6 an uong thich hop cho gia suc, mat khac cé thé nhanh chong kiém soat
khi dich bénh bung phat
Cong nghé RFID gilp kiém sodt phwong tign vin chuyén

Thiét bi ghi doc c6 thé duoc bd tri tai cac tram xdng, cong cang hoic cac diém vao cang khac nham
cho phép cac phuong tién ra vao cang dong thoi luu trir lai cac thdng tin vé thoi diém thuc t€ ma xe van
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chuyen hodc container vao hodc ra bai cang. Ngoai ra, the nhan dang nhan vién co thé duoc sir dung dé
kiém soat xem c6 dung tai xé di dang xe van chuyén va xép dung don vi hang hay khong?

Ung dung cong nghg RFID véi hg thong chudng gei phuc vu khéng day dang dworc trién khai rgng
rai véi mare dé tién dung va chi phi thap

Hé thdng bao gém 2 thanh phan chinh:

e B¢ phat tin hiéu (cac nat chudng, trung tdm goi $6): Cac nut chudng khong day duoc dat tai cac

ban, phong hoac giuong (tuy theo khéng gian cua ban).

e B0 nhan tin hiéu (Bang hjén thi, dong ho t;éo tin, bo dam, pager): dugc lap dat ¢ quay phuc

vu/phong truce, deo truc tiép trén tay hoac gan ¢ 4o (doi véi dong ho béo tin)

Kem mot S(A)"[hié'[ bi va phan mém lién quan nhu: repeater, mdy tinh, phan mém Iéy dix liéu thong
tin (s 1an goi, s6 ban/phong goi, thoi gian goi...). Phan nay chi s dung khi thuc sy can thiet nhu theo
doi trong bénh vién, nha xuong theo mot muc dich nao do. Céch hoat dong rat don gian: Khi khach
hang can goi phuc vu, chi can nhan nit chudng, so6 phong sé hién thi 1én trén cac bo nhan tin hi¢u. Tt
d6 phuc vu s€ biét dugc noi nao dang can goi minh.
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ABSTRACT
RESEARCH OF SOME LIGHTWEIGHT AND APPLY IN loT

It is estimated that by 2020 there will be more than 50 billion internet connected devices, meaning
that each person on Earth will have an average of 6.6 online items. The Earth will be covered by
millions of sensors to crawling and uploading to the internet. To ensure secure connections, these
devices need to have the necessary security, low power consumption, memory, and logic ports. These
are lightweight cryptographic systems, including block lightweight, stream lightweight, and
authentication code lightweight. In this report we introduce some cryptosystems in lightweight
cryptography, outlining their strengths and weaknesses. The lightweight systems is research by Klein,
Led, Present, Mini - AES, Mcrypyon and Katan. The algorithm we introduced is Grain. The results can
be used as reference material for lightweight and 10T coders.

Keywords: Lightweight, Block Cipher, Stream Cipher, 10T, Present, Grain, Delay, Performance,
Safety, ...
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