Chdng tan cong tir chdi dich vu téc dd thap vao giao thirc TCP bang
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Tan cdng tir chdi dich vu tdoc do thap vao giao thirc TCP (LDoS —
xem hinh 1) Ia hinh thiéc tan céng tir chdi dich vu phan tan (DDoS)
ma&i hién nay, di dwoc gi¢i thiéu lan dau tién béi Aleksandar
Kuzmanovic va Edward W. Knightly nam 2003 trong bai bao [1]. LDoS
khai thac diém yéu cha giao thirc TCP d6 la st dung gia tri thoi gian
cho phat lai géi tin nhé nhat minRTO 1a hang sd bang 1 gidy. Chong
LDoS tré nén kho khan hon so vé@i chdng DDoS thong thwong vi LDoS
gwri goi tin v&i toc do trung binh thap nén né tranh dwoc sw phat hién
chia cac bd giam sat mang (chu yéu phat hién bat thwong dwa trén sw
bung no goéi tin vao mang).
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Hinh 1. TaAn cong LDoS.

tién co’ ché quan ly hang do'i tich cuc

Kiéu Minh Viét, Nguyéen Pai Tho, Nguyén Thanh Thay
Trwo'ng Pai hoc Cong nghé, Pai hoc quoc gia Ha Noi

Trong hinh 1: Ta la chu ky tan cong (Ta ~ minRTO); Tb la khoang
thoi gian LDoS phat géi tin tdc dd cao vao mang (Tb ~ RTT thoi gian di
vé cla goi tin); Rb la toc do phat gai tin.

Muc tiéu nghién ctru va mo hinh mang

Nghién ciru dwa ra do do md@i Congestion Participation Rate
(CPR) dé phan biét dong TCP thong thwd'ng va déng tan cdong LDoS,
cai tién thuat toan quan ly hang doi RED (Random Early Detection —
xem bai bao [2]) dé chdng LDoS. Md hinh mang md phéng xay dwng
bang phan mém NS-2 thé hién & hinh 2.
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Hinh 2. M6 hinh mang mo6 phong.
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Hinh 3a. Bién thién Ta trong [20, 40] (s);
Tb =200 ms; Rb =5 Mbps.

Két qua

® CPR trung binh cua 30 dong TCP thong thwo'ng nho hon so véi CPR
trung binh ctia 20 dong tan cong LDoS (xem cac hinh 3a, 3b, 3c).

® Duwa trén gia tri CPR cta tirng dong, thuat toan co thé loai bd goi
tin chia cac dong tan céng LDoS va cho di qua géi tin cua cac dong TCP
thong thuwong.

® K&t qua so sanh hiéu nang cta thuat toan v&i thuat toan quan ly
hang doi don gidn DropTail sé dwoc dwa ra trong thoi gian sap téi.

Hinh 3b. Bién thién Tb trong [0.1, 10] (ms);
Ta=1s; Rb =5 Mbps.

Hinh 3c. Bién thién Rb trong [0.01, 0.25] (Mbps);
Ta=1s; Tb =200 ms.
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