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Tom tit ndi dung—Ho ma khéi Neokeon dugce aé
xuht vio nim 2000 b6i bén nha khoa hoc Daemen,
Peeters, Van Assche va Rijme. Mot trong cac uu diém
cia Neokeon d6 1a nho gon, nhanh chéng trién khai
tren phan cung chuyen dung, ngoal ra né con yeu
cAu vé bo nhé RAM rét thap va hoat dong hiéu qua
trén da nen tang Nhu‘ng trong thuat toan ho Neokeon
st dung rat nhiéu cdc anh xa tuyen tinh va st dung
khoa truc tlep trong khi ma héa ma khong thong qua
nhirng phép bién déi 1am viéc trudce voi khoa. Do do,
Neokeon du’dng nhuy khia mong manh trudc nhiing
dang tham ma tuyen tinh. LED la thuit toan dugc
thiét ké va dé xuat béi Guo, Peyrin, Poschmann va
Robshaw vao nam 2011, la mdt trong nhu’ng thuat
toan ma hoa nhe kha mdi. chh thude khdi tin 64-bit
v6i hai blen thé clia khoéa lan lugt 1a 64-bit va 128-bit.
Thiét ké ctia LED c6 nhiéu diém tuong dong véi thuat
toan AES. Trong bai bao nay, ching t0i thuc hién cai
tién thuat toan LED va Neokeon, dbi véi Neokeon
chiing t6i ngiu nhién héa dir liéu tai nhing anh xa
tuyén tinh va thao tic 1am viéc véi khéa, nham muc
dich ning cao do an toan cta Neokeon trudc cac tham
ma tuyen tinh nhu’ng khong lam thay doi nhiéu nhirng
vu di€ém san c6 cua Neokeon, dabi véi LED chiing toi
thuc hién cai tién xir 1y dix liéu trong khoi step cua
thuz_lt toan nay.

Keywords-ma Kkhbi hang nhe; led; neokeon; tuyén
tinh.
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I. GIOI THIEU

Neokeon [9, 10] 12 ma khdi c6 kich thudc ban
tin 128-bits, st dung d6 dai khoa 128-bits, dudc
thiét k& bsi nhém bén nha khoa hoc Daemon,
Peeters, Van Assche va Rijme thuéc ESAT/COSIC,
KU Leuven, Bi va dé xuit vao ndm 2000. Céc tiéu
chi khi thiét ké thuat toian Neokeon:

o Chéng lai cic phan tich mat ma thong thudng

nhu vét can, tham ma vi sai, lugng sai. ..

o Toc d6 xit ly nhanh.

o Nhd gon, dé dang trién khai.

o Hoat dong tét trén da nén ting vi mach.

o Thiét ké ddi xing va don gian.

Noekeon la thuit toan tu nghich ddo, né dugc
coi nhu tién than cla cac thuit todn ma héa khoi
hang nhe hién dai. Thuit toin gdm c6 16 vong,
mdi vong sé thuc hién cidc buéc mi hoéa sau:
Theta, Pil, Gamma, va Pi2. Gamma la anh xa phi
tuyén tinh (S-layer), S-box hoat dong doc lap trén
32 bd 4-bit. Pil va Pi2 la cdc phép thay ddi thd
tu bit don gian theo chu ky. Theta la mdt anh xa
tuyén tinh lam viéc véi khéa k. Do d6, Theta hoat
dong mot phan nhu AddRoundKey cung véi Pil
va Pi2 tao thanh P-layer cia cdc thuit todan ma
héa. Thii tuc ma héa st dung khéa bing khoa bi
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mat. V6i tinh chit tu ddo nghich hé mat Noekeon
c6 10i thé 16n khi ma héa va gidi ma can phai
dugc thyc hién trén cung mot vi mach. Phia duéi
12 chi tiét mot vong ma héa ctia thuét toan Neokeon.

Round (Key, State, Constantl,

Constant2) {

State[0] "= Constantl;

Theta (Key, State);

State[0] "= Constant2;

Pil (State);

Gamma (State) ;

Pi2 (State) ;
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Hinh 1: Téng quan thuit todn Neokeon

Ham Gamma phi tuyén tinh xi Iy cic bit du
vao:

Gamma (a) {
all] = ~a[3]l&~al2];
al0] "= al[2]& all]l;
tmp = a[3]; al3] =
tmp;
afz2] 7= al0]"all]l"al3];
all] "= ~al[3l&~al2];
al0] "= al2]l& alll;

al[0]; al0] =

S XLl
S { -]
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Hinh 2: So d6 hoat dong ctia Gamma

Cic phép toan phi tuyén ~ a[3]& ~ a[2] c¢6
thé dugc thay thé biang bicu thic tuong duong
~ (af3] | al2]).

Gamma hoat dong doc 1ap trén 32 hop 4 bit. Cac

hop nay bao gdm 4 bit trong mdi dau vao va co
cung vi tri. Vi du, hop 9 bao gdm bit 9 ctia a [0],
bit 9 cua a [1], bit 9 cta a [2] va bit 9 cta a [3].
Gi4 tri ctia hop 9 c6 thé dugc dai dién bdi mot sd
hexa dai dién cho bdn bit theo thd tu 3, 2, 1, 0.

S-boxes st dung trong ham Gamma cua thuét
toan neokeon

Input | Output
0 7
1 A
2 2
3 C
4 4
5 8
6 F
7 0
8 5
9 9
A 1
B E
C 3
D D
E B
F 6

Ham phi tuyén tinh Theta lam viéc véi khéa va
cdc bit dau vao:

Theta (k, a) {

temp = a[0]"a[2]; temp "= temp>>>8
" temp<<<8;

all] "= temp;

a[3] "= temp;

al0] *= k[0]; a[l] "= k[1]; al2]
*= k([2]; al3] "= k[3];

temp = al[l]”al[3]; temp "= temp>>>8
A temp<<<8;

al[0] "= temp;

al2] "= temp;
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Hinh 3: So d6 hoat dong ctia Theta

Nghich ddo cia ham Theta chinh la Theta (k’, a),
trong d6 k’ = Theta (NullVector, k). Tic 1a k* dugc
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tao ra ti chinh ham Theta nhan Nullvector Iam khéa
va khéa k 1am gia tri bit dau vao. Dé thiy thiét ké
ham Theta ddm bao cic diéu kién:

o St dung mot khéa d€ ma héa/ giai ma.

o Do phic tap thuét toan nhd.

o Kha ning khuéch tan thich hgp.

o Tinh d6i xiing.

o Tinh don gian.

Theta hoat dong doc lap trén 8 khdi 16 bits,
dugc goi l1a cic cot. Cac cot niay bao gom 4
bd 4 bit trong cac tu trang thai & cac vi tri
bi‘lng modulo 8. Vi du, cdt 3 gém cac bit 3, 11,
19, 27 cua a [0], bit 3, 11, 19, 27 cta a [1], bit
3,11,19,27 ctaa[2] vabit 3, 11, 19, 27 cua a [3].

Bang 1: Bang phan ph6i Hamming ctia ham Theta

a[0] b a[0

a[1] p <<<1 b a[1]

a[3] ————@ » [3]

Hinh 4: So d6 hoan d6i, xdo tron thi tu bit

RC[0] = 0x80;
if (RC[1]&0x80 != 0) RC[i+1l] =
RC[i]<<1 "~ 0x1B
else RC[i+1] = RC[1i]<<1;

1

2

3 112 448
4 348 1162 224
5 112 3136 1120
6

7

8

48 3928 3984 48
16 3136 7840 448
1152 10556 1152
9 448 7840 3136 16
10 48 3984 3928 48
1 1120 3136 112
12 224 1152 348
13 448 112

Cic ham Pil, Pi2 la nhing hoan déi bit:
Pil(a)a[l] <<<=1;a[2] <<<=5;a[3] <<<=2;
Pi2(a)a[l] >>>=1;a[2] >>>= 5;a[3] >>>=2;

o Pi2 12 nghich d4o cda Pil: dé c6 thé sit dung

cting mot phép chuyén cd trong ma héa va gidi
ma.

« Bén lan bu ctia Pil khac véi modulo 8.

e D0 léch cua tir 0 1a 0.

o Mang bu dip dugc Iua chon tit bd cic mang

t6i vu héa qua sy khuéch tan.

Mo phong tdng quan Neokeon khi thuc hién day
dd 16 vong ma hoa:

Noekeon (WorkingKey, State) {
For( i=0 ; i<Nr ; i++)
Round (WorkingKey,
Roundct [1],0);
State[0] 7~= Roundct [Nr];
Theta (WorkingKey, State);

State,

Trong d6, Roundct[i] dudc biéu dién béi

Ham ty nghich ddo Neokeon:

InverseNoekeon (WorkingKey, State) {
Theta (NullVector, WorkingKey) ;
For( i=Nr ; i>0 ; i--)

Round (WorkingKey, State, 0, Roundct [1]) ;

Theta (WorkingKey, State);
State[0] ~= Roundct[0];

LED [11] dudc thiét k& dua trén thuit toin AES
day 1a di€ém xuit phat ly tudng cho mot thiét ké
hang nhe va an toan. Thiét k& LED c6 nhiéu diém
tuong dong cic tinh ning nhu S-boxes, ShiftRows,
MixColumns. Ching ta hay theo doi hinh 1 dudi
day d€ xem qua trinh ma hoéa hoic gidi ma cia
LED.

one step

Hinh 5: Quy trinh thyc hién LED

for i =0 to s -1 do {
addRoundKey (STATE, SK[i]);
step (STATE) ;

}

addRoundKey (STATE, SK[s]) ;

Trong viéc giai ma, LED thuc hién viéc ddo
ngudc cic ham va cic tham sd dau vao thong qua
khbi step nhu hinh 2 bén trén. Bay gid, ching ta sé
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tim hiéu tiing cAu ti tham gia vao viéc ma héa va
giai ma trong LED nhu khéa, ham addRound K ey,
va tiing thanh phan ctda khdi step. Biéu dién khéa
bdi ma trin vudng cip 4, 64 bit. V6i 128 bit biéu
dién bang 2 ma tran vudng cép 4.

Ham addRoundKey(STATE, SK;) 1a su két
hop tiing thanh phén trong khéa 1a SK* véi state
thong qua todan ti XOR:

addRoundKey (state[4] [4],
step)

keyBytes,

{
for (1
for

= i< 4;
(3 0; 3 <
state[i][7]
keyBytes
\% (LED/4) 1;

+4)

0;
= J++)

i
4
[

(4*i+j+step*16)

LED = 64 hodc 128 tuy thudc vao viéc ching
ta cai dit LED-64 hay LED-128 Cac thanh
phan trong khéi step & khiau ma héa 1an lugt la:
addConstants, subCell, shift Row, mixColumn.
Viéc gidi ma ta chi can d4o ngudc lai chiic ning
va cdc tham sd dau vao clia cdc thanh phan nay.
Khéi nay duge biéu dién trong hinh 3 phia bén
dudi:

AddConstants SubCells ShiftRows MixColumnsSerial
%}c— HEEE \ 1
| & s[s|s[s +
4 cells 1] sls(s[s -y g § § §
SR S[S[S[s e
4 cells \&l bits

Hinh 6: Quy trinh thyc hién LED

Ham AddConstans: Mot vong hing s6 dugc
dinh nghia nhu sau. Tai mdéi vong, 6 bit
(res, req, res, reg, rey, reg) duge dich mot vi o tri
sang trai v6i gia tri méi 1a rcy dude tinh bing
rcs @ rey @ 1. Trong vong lip tiép theo, sdu bit
nay dugc gan lai gia tri 1a O va dudc cép truée khi
sit dung. Hing s6, dudc st dung trong mot vong
trong mang.

sbox[16] = {12, 5, 6, 11, 9, 0, 10,
13, 3, 14, 15, 8, 4, 7, 1, 2};

SubCell (state[4][4])

{

for(i = 0; 1 < 4; i++)
for(3j = 0; 3 < 4; J3++4)
state[i] [j] = sbox[state[i][]J]11];

}

Ham SubCells: Mdi mot thanh phan trong mang
STATE dudc thay thé bdi mot phan ti dudc sinh

sau khi dung S-box cua hé mat Present.

Ham ShiftRow: Hang thd i cia mang STATE
dugc dich sang trai i 14n véi gid tri i 1An lugt nhin
la: 0, 1, 2, 3.

MizColumns: Mdi cot ciia mang STATE dugc
hién thi nhu 12 mot véc-to cot va thay thé béi véc-to
cot. S6 lugng khéi lip step trong subt qua trinh ma
héa hodc giai ma phu thudc vao kich thudc khoa.
Dbi v6i 64 bits khoa thi s6 vong 1a 8, con dbi vé6i
128 bit khéa thi s6 vong 1a 12. Sau khi thuc hién
tudn ty dd s6 vong va cic thanh phan bén trong
vong lip Ay ta nhan dudc ban ma hodc ban gidi ma
tuong Ung.

II. THAM MA

Ngay nay da xuét hién nhiing cu triic méi cho
ma khéi nhu cAu triic Matsui, ciu triic bang vudng...
va su phdi ghép hén hop cic céu tric d6. K& tir khi
xuét hién, cic ma khdi hang nhe da dudc cic nha
mat ma phan tich danh gid d6 an toan thong qua
céc tin cong cu thé. N&i tiéng nhit 12 hai tAn cong:
tAn cong vi sai (do Biham va Shamir dé xuét 1991)
va tin cong tuyén tinh ctia Matsui (1993). C6 thé
tom tat y tudng clia hai phuong phép tin cong nay
nhu sau.

Tham ma vi sai dua trén yéu t& 12 ham vong f
trong mot ma khdi lip 13 mot ham yéu vé mat ma.
Cu thé 1a néu cip ban ma la dudc biét va bang cach
nao d6 c6 thé dat dugc vi sai ctia cip dau vao tai
vong cudi cuing cia ma khdi ldp do, thi tAn cong vi
sai c6 thé dp dung dé€ dat dugc hodc xdc dinh dudc
khoa hay mot phan khod con tai vong cubi clng.
Trong tham ma vi sai, diéu d6 dugc thuc hién bang
cach chon cap ban ro (X, X*) ¢ vi sai la a sao cho
vi sai DY(r -1) clia cip dau vao tai vong cubi cling
sé ldy gia tri cu thé b v6i mot xdc suat cao. Vi c6
x4c suit cao nén cic khéa con tai vong cudi dugc
giai tr bd ba (DY(r -1), Y (1), Y*(r)) sé€ thudng
tap trung vao mot sd phan ti c6 kha ning nhat. Tir
cdc phan ti xuit hién nhiéu nhét, tham ma sé quyét
dinh d€ tim ra khoéa con diing tai vong cudi clng.
Tir khoa con ciia vong cudi nay, c6 thé xic dinh
dugc lai khéa bi mat ban diu (néu luge do tao la
don gian).

Con muc dich ctia phuong phap tham ma tuyén
tinh trén mot ma khéi 1a tim mot biéu dién x4p xi
tuyén tinh cho hé nay dé€ c6 thé pha chiing nhanh
hon phuong phap tin cong vét can. Cu thé d€ thuc
hién thim ma tuyén tinh can phai tim céc biéu dién
tuyén tinh hiéu qua c6 dang P[il, i2,.., ia] r C[jl,
j2,.., jbl = K[k1, k2,.., kc], trong d6 il, i2,.., ia, j1,
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j2,.., jb va k1, k2,.., ke 1a ky hiéu cic vi tri bit ¢
dinh, va phuong trinh ding v6i xdc suat p 7 1/2
véi gia thiét ban 6 P dugc 14y ngu nhién con C
12 bdn ma tuong tng vé6i khoa K ¢b dinh cho trudc
nao d6. Gid tri tuyét dbi Ip-1/2| dugc xem nhu do
hiéu qua ctia phuong trinh trén. Néu c6 thé thanh
cong trong viéc tim mot biéu dién tuyén tinh hiéu
qué, thi khi d6é c6 thé sit dung n6 dé tim ra dugc
bit dang khoa quan trong K[k1, k2,..kc] dya trén
phuong phéap hop ly cuc dai.

Ngoai mot s6 phuong phdp truyén théng trén,
ngdy nay, nhd tbc do mdy tinh di dudc cai thién
dang ké, trong nhiing bai toan ma khong gian khoa
khong qué I16n ngudi ta con cé thé dp dung mot
phuong phap nita d6 1a “vét can”. Dbi véi khong
gian khoa 16n, day that sy 1a phuong phap kém hiéu
qua néu ching ta chi thuc hién vét can mot cach
thong thuong. Tuy nhién néu 4p dung dong thoi
cac ky thuat bé trg thi né van phat huy dudc hiéu
qua tot. Cac ky thuat hd trg dudc néi téi & day la
xay dung moét thu vién phuc vu viéc “vét can” bao
gdm co s dif liéu vé khod va cic tiéu chuin ban ro
tot. Trén co sé d6 tim cach phan hoach khong gian
khoa S thanh hai tdp con rdi nhau la S1 va S2 sao
cho khoa diing sé “chic chin” thudc mot trong hai
tap con d6. Tir d6 tién hanh st dung thuit todn vét
can trén tdp con c6 chua khoa dung, khi d6 viéc
“vét can” trong tp con nhanh chéng thé hién tinh
hiéu luc cliia nd. Viéc nay ciing c6 thé thuc hién
ngay d6i v6i mot sb phuong phdp truyén thong da
c6 dudc nhiing két qua ddng ngac nhién. Khi thim
ra ban 16 ta chi can doc dugc 16 chd da la thanh
cong vi lic d6 bang quy luat ngdn ngit ta sé khoi
phuc dugc ban ré géc nhu mong mudn.

Ngay nay, ngudi ta da c6 nhiing cong cu tinh todn
cuc nhanh nhd cong nghé cluster. Tu d6 ngudi ta cé
thé xdy dung mang tinh to4n song song vdi tbc do
tinh todn dat t6i gin 100GF (mot trim ty phép tinh
d4u phay dong trén mot gidy). Nhu vdy ngudi ta c6
phin 13 bai todn d€ thuc hién viéc tinh todn song
song cuc ky c6 hiéu qua, dic biét dbi v6i nhiing
bai todn cé do phiic tap tinh todn 16n. Co thé néi
ring kha nhiéu cic ma khbi trong d6 c6 Neokeon
da bi pha thuc té bdi hai thn cong trén diy. Vuot
1én trén cdc tin cong phan tich ma, 1an lugt cic hé
ma khdi méi v6i uu thé méi da ra doi dap dng c6
dd an toan chéng lai dudc cic tn cong thuc té va
hiéu qua trong st dung. Tiéu chuin ma di liéu tién
tién AES nhim thay cho DES la mét vi du. Nhin
chung tif c4c tin cong phan tich ma, ta c6 thé riit ra
cdc dic trung an todn co ban ctia mot hé ma khdi.

M. CO SO CAI TIEN THUAT TOAN

Viéc cdi tién nang cao do an toan la can thiét
trudc cac tin cong thim ma. Ching tdi dua ra cic
nguyén tic dé cai tién mot hé ma khbi hang nhe
bao gdm:

Hé ma phai c6 d6 dai khdi rd, khbi khod di 16n
[8] (khong gian rd va khod 16n) dé tranh tin cong
vét can trén khong gian ro ciing nhu khong gian
khoa (thudng d6 dai cd khdi 16n hon hoidc bing
128). Hé ma phai ¢6 d6 do vi sai va dd do do 1éch
tuyén tinh ti thi€u d€ tranh dugc hai ki€u tin cong
nguy hiém nhét 13 tAn cong vi sai va tn cong tuyén
tinh theo cac nguyén ly nhu da trinh bay trén. Céc
hop thé, cic phép bién ddi phi tuyén cin phai c6
bac dai s6 cao d€ tranh tAn cong noi suy, tin cong
vi sai bac cao. Tang tuyén tinh trong cic ham vong
can phai dugc lya chon cin than dé khi phdi hop véi
tang phi tuyén phai tao ra hé ma c6 tinh khuyéch tan
tét d€ tranh cédc tAn cong cuc bo trén cac khdi ma
nhd. Ludc do tao khod can phai tranh dudc cic 16p
khoa yéu, khéng dudc ton tai nhitng quan hé khoa
don gian do tinh déu, hay can xiing trong lugc dd
giy nén dé tranh cac ki€u tin cong khod quan hé,
tAn cong trugt khdi dua trén tinh gidng nhau trong
cac phan doan tao khod con.

Vé phan ngiu nhién héa dit liéu [4]: Nhu da
néi, mot ma khéi hién nay thudng dugc thiét 1ap
bdi cach lip mot sb 1an mot ham vong nao d6. Cac
ham vong hién nay thudng dudc xay dung theo ciu
triic thay thé - hoan vi, gdbm cic hop thé cd 8x8
bit két hop vdi cdc phép hoan vi khéi theo byte,
cac phép dich vong, cac phép XOR gitta khoa va
di liéu hodc cac phép toan cong modulo. Gitta céc
tang hop thé trong ham vong thudng st dung cic
phép bién ddi tuyén tinh theo byte dugc lua chon
cén than dé dam bao do khuyéch tan t6i wu cho cic
ham vong. Nhu véy c6 thé néi rang, c6 ba yéu té co
bén lién quan dén phan ngau nhién héa dit liéu theo
thd tu “tlf trong ra ngoai” d6 1a: hop thé phi tuyén,
ham vong va ciu triic ma/dich. R6 rang 1a cAn phai
nghién ctiu cic do do an toan dbi v6i cac hop thé,
ham vong va théc trién ra toan bd cu triic ma khdi.
Pé xay dung hé ma khbi chéng dugc cic tin cong
vi sai hay tuyén tinh ta c6 thé chong chét truy hoi
cdc ciu triic, nhung diéu bit 1oi & day 1a hop thé
cb dinh co s lai phai c6 kich cd qué 16n s& phi
thuc t& trong st dung. Ciing tif ly do dé, Knudsen
da dua ra khai niém va cach xdy dung ciac h¢ ma
khbi an toan thuc té. Trén quan diém d6, ngudi ta
cin quan tim dén cic hop thé nhod c6 cic do do
tot, dén sd lugng cic hop thé tich cuc tuong ting
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véi cic khdi niém lan truyén vi sai hay tuyén tinh,
va dén sb luong vong lip. Dua trén quan diém nay
ngudi ta da xay dung dudc cac hé ma khdi an toan
thuc t& va hiéu qua. Gia st rang chi c6 cach tin
cong ma Feistel bang cach tim céc dic trung vi sai
(hay dic trung tuyén tinh) tot nhét, tic la rit kho
c6 thé tim dugc céc vi sai (hay xap xi tuyén tinh),
thi cac s liéu xdc sut clia dic trung vi sai (tuyén
tinh) 1 vong khong tAm thudng t6t nhét va sb vong
trong ddc trung d6 sé cho ta tinh dugc can dudi do
phtic tap ctia hai tn cong nay. Can dudi nay c6 thé
di dé€ khing dinh do an toan thuc té ctia hé ma,
néu nhu xdc suét ctia dic trung vi sai (tuyén tinh)
1 vong khong tim thudng tot nhét 1a di nhé. Bing
cach st dung cic hop thé c6 cic do do tot ta c6 thé
thiét 1ap cdc ham vong c6 cic dic trung du tot dé
tir d6 thiét ké hé ma khéi chdng dugc hai tin cong
c0 ban hién nay.

K.Nyberg da dé xuét cic phuong phdp xiy dung
cdc hop thé dua trén cac phép lily thita cling nhu
phép nghich do trén trudng hitu han, cic hop thé
ndy di dugc dng dung thiét ké cac hé ma khoi ngay
nay nhu AES [7]... M6t s6 nha nghién ctiu mat ma
cling da dua ra cich xay dung cdc ham vong c6 tac
dung khuyéch tdn nhanh cic do do vi sai hay do
do d6 léch tuyén tinh, nhu ham vong 2 ting hop
thé (trong hé ma khdi E2 - Nhat), ham vong 3 tang
hop thé (trong hé ma khéi SEED ctia Han Quéc)...
bac biét, J. Daemen va V. Rijnmen da dua ra cich
xay dung ham vong theo ki€u khuyéch tan hai chiéu
(dang ciu tric bang vudng) va véi cach lua chon
cin than cdc phép todn tuyén tinh didm bao tinh
khuyéch tan rét tot, 1am cho hé ma c6 thé dat do
an toan thuc té rit nhanh (tiic sau s6 vong khong
qué 16n nhu d6i v6i DES hay GOST...).

Vé phan luge do khéa [5, 6]: Cac luge dd khoa
hién tai c6 thé dugc chia thanh hai ki€u. O kiéu
1, tri thifc vé mot khod con vong sé cung cip mot
cach duy nhét cdc bit khod ctia cdc khod con vong
khdc hay ctia khod chinh. Con & ki€u 2, tri thiic vé
mot khéa con vong bat ky déu khong cho ta biét
thém bt ky bit ndo vé cac khéa con vong khéc hay
khéa chinh. Céc tac gia G. Carter, E. Dawson, va
L. Nielsen da d& xuit mot dang ludc dd khod kiéu
2 nhu sau: Trudc hét gia thiét ton tai mot ham mot
chiéu manh OWF. Gia stt MK 1a khod chinh cta
mot hé ma khdi r- vong, qua trinh tao cic khod con
vong nhu sau:

o Buéc 1: OWF(MK) = Khoa con vong (1)

o Bué6c 2: Vé6i i =1 dén r-1

Thyc hién hoan vi bit MK d€ tao ra MKi

OWF(MKi) = Khoa con vong (i+1). Chi y ring
trong thuat toan trén 132 mdi mot khod con vong
déu dudc tao bdi toan bo cac bit ciia khoa chinh
MK. Piéu nay c6 thé tao ra hiéu tng théc, tic 1a
su thay d6i mot bit ctia khod chinh s tao ra su thay
ddi nhiéu & trong mdi khod con. Ludc dd trén néi
chung khé 4p dung thuc t& do phai st dung ham
mot chiéu. Hién nay, d€ van dung y tudng nay ngudi
ta thudng thay OWF bdi phan cbt 16i phi tuyén cia
ham vong tuong ting trong phan ngiu nhién héa dit
liéu cong thém mot sd phép toan diéu khién dé vira
dam bao tinh an toan, vita dam bao tinh hiéu qua,
tranh cic tAn cong khéa quan hé, dong thoi ciing
ddm dam bao su gon nhe ctia hé ma khéi dang thiét
ké. Lugc dd khoa nhu thé s& 1a tot theo nghia khong
chiia cac khod quan hé va tri thic vé mot khod con
vong nao do6 khong giup gi trong xac dinh cac thong
tin vé& khoa con vong khac ciing nhu khod chinh K.
Mot s6 chii § can quan tam: D& dam béo cho
tinh khuyéch tan dit liéu hoan toan trong phin ngau
nhién hod dif liéu ctia mot hé ma khdi, van dé xiy
dung va lya chon hodn vi st dung trong cac ham
vong 1a hét sdc quan trong. Trén cic tai liéu da
cong khai, chiing t6i chua thdy c6 tai liéu nao cho
nhitng chi dan cu thé vé vin d& nay. Tat nhién, cic
hoén vi Iua chon & diy phii ddm bao mot sb tinh
chét nao d6, nhu cé khoang céch trung binh 1a 16n,
hay c6 khoing cich déu hoic khodng cdch ngiu
nhién. Phép dich bit trong chuin ma dit liéu GOST
cta Nga c6 thé xem nhu mot hodn vi c6 khoang
cach déu nhung nhé. Do d6, theo mdt nghia nao
d6, st dung hodn vi nay ciing sé cho do khuyéch
tan t6t nhung cham, tdc 1a phédi v6i sb vong kha
16n. Hoén vi trong DES ¢6 khoang céach trung binh
kha 16n nhung lai 12 hoan vi theo bit nén tbc do
cham, anh hudng trong thiét k& phan ciing. C6 thé
stt dung hoén vi ngiu nhién hodc giad ngiu nhién...
¢6 khodng céch 16n. Tuy nhién cac lua chon cu thé
cin phdi dugc tinh todn cdn than dé didm bao ti
uu yéu ciu khuyéch tan dit liéu nhanh, dong thdoi
khong anh hudng 16n dén téc do clia hé ma khoi.
Déi véi viéc lua chon cic phép bién d6i dau vao
dau ra cho mot hé ma khdi kiéu Feistel, hay bét
ky hé ma khéi ndo c6 st dung cic ham vong Lip,
ngudi thiét ké thuat toan ciing can phai hét stc chi
y. Chang han DES [7] sit dung cic hoan vi c6 dinh
cho trudc, d6i v6i tham ma hodn vi nay hoan toan
khong c6 ¥ nghia gi ca, nhung néu chon mot phép
bién d6i nao d6 phu thudc khoa, thi duong nhién
lugc dd khéa can phai tinh todn ra khéa d6 va cé
nghia phan thiét ké lugc do khéa can phai dam bao
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an toan cho cd khoéa con vong cung véi khéa cho
phép bién d6i dau vao - dau ra. Pay ciing 12 mot
yéu cau khong don gian. Mot chi y nifa 12 cic phép
bién d6i dau vao - dau ra trong hé Feistel phai dam
bdo tinh déi xdng thuan nghich, khi d6 méi khong
anh hudng t6i qui trinh ma dich. C6 mot sb hé ma
khéi da dé cap dén vin dé nay nhu trong hé E2,
hé Rijndael, Twofish... Tt nhién, khi lya chon cic
phép bién d6i dau vao diu ra can phai thiét ké ngay
lugc dd khod tuong ting ddm béo tranh céc tAn cong
dd c6 lién quan dén lugc do khoa.

Luu y la s6 lugng cac vong lip clia ma khéi cin
can dbi giita toc dd ma dich va do do dd an toan
ctia hé¢ ma. Ngoai viéc dua vao cic cin ci ly thuyét
cin c6 cac cin cii thong ké s6 liéu thuc hanh vé
cdc do do an toan da néu dé lya chon s6 vong lip
cu thé.

IV. DE XUAT CAI TIEN
A. Noekeon cdi tién
Ddi véi Noekeon cii tién, chiing toi st dung thém
1 ham Switch(key) d€ lam viéc v6i khéa 128bits
trude khi stt dung ham Theta, nhiam muc dich xdo
tron di liéu khéa K, ting dd mat cho thuét toan.
Pam bao cho du thim ma ra gia tri khda K ciing
s€ khong tham ma dugc ndi dung ban rd6 mdt cach
dé dang. Chi tiét ham Switch(key) nhu sau:
o Input: Khéa K c6 d6 dai 128 bits.
o Xt ly: D6i chd vi tri bit thi 1 va vi tri thd
n ctia khéa. Tir vi tri thd 2, thuc hién d6i chd
cua cip bit thi (i;i+1).
e Output: Khoa K’ c6 do dai 128 bits.

K|k 2|[k3

Switch(key)

Kon||k3||K2

Hinh 7: So dd thuit todn Switch(key)

Nhu viy, dbi v6i ham Switch(key) c6 thé st
dung trong cA mi héa va gidi ma ma khong can
thay d6i. Gid tri output K’ s& dudc st dung tai
Noekeon cdi tién:

Round (Key, State, Constantl,
Constant2) {

State[0] "= Constantl;
Theta (Switch (Key), State);
State[0] "= Constant2;

Pil (State);

Gamma (State) ;

Pi2 (State);

B. LED cdi tién

S-Box va vi tri ctia tiing thanh phan trong S-Box:

Pos S[x] X
0 12 C 0
1 5 1
2 6 2
3 11 B 3
4 9 4
5 0 5
6 10 A 6
7 13 D 7
8 3 8
9 14 E 9
10 15 F A | 10
11 8 B | 11
12 4 C | 12
13 7 D | 13
14 1 E | 14
15 2 F | 15

LED 13 ma khéi nhe c¢6 dd an toan cao, do dé ta
c6 thé tién hanh cai tién LED d€ 4p dung cho cic
thiét bi IoT c¢6 gi6i han luu trit va xit ly & tAm trung
cho dén tam cao. Va nhiing thiét bi d6 yéu cau mot
thudt todn ma héa c6 do bao mat tbt. PE cai tién
LED ta nén di theo huéng bu dap cic yéu diém ciia
thuat toan ma héa khdi. C6 3 huéng chinh 1a ting
kich thuéc khdi hoic khéa, ting do hdn loan, ting
tinh khuéch tan. Hién tai do dai khéi va khoa cia
LED dang & miic rat t6t 12 64bit va 128bit do d6
ta khong nén pha v& ciu tric nay.

O bai bdo nay, ching t6i lya chon phuong phap
cai tién 1a ting d6 hdn loan va ric rdi d€ ké tin
cong tir bd viéc dich ngude doan ma. Vi tri cai tién
la S-Box va phuong phédp cai tién 1a 4p dung cong
thic ctia ma Ceasar trong viéc thay thé tiing thanh
phin trong S-Box. Ap dung vao S-Box ta c6 cong
thic ma héa:

Pos’ = (Pos + k)mod16.

Trong d6 Pos 1a vi tri hién tai cla tung thanh
phan trong S-Box dugc danh sé nhu hinh 1. Pos’ 1a
vi tri thay thé. Sau khi c6 Pos’ ta chuyén d6i tra lai
vé ma Hecxa. k 12 s6 don vi dich chuyén dé thay
thé. Tuong tu nhu vy, ta c6 cong thic gidi ma:

Pos' = (Pos — k)mod16.
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Miit khac LED st dung S-Box ciia present va cb
dinh nén ta cling nén ¢b dinh k khi thiét k& Muc
dich ting sy phiic tap khi c6 ké tin cong nhung
ddng thdi khong lam phifc tap qua trinh giai ma. O
day bai bdo chon k bing 10 theo ti 1& vang 16/10
cua Toan hoc. Nhu vay thu dugc Pos, Pos’ va S-
Box’ sau khi thuc hién qud trinh gy nhiéu theo
cong thic Ceasar:

S[x]” | Pos’ | Pos

F 15 10 0
8 11 1

4 12 2

7 13 3

1 14 4

2 15 5

C 12 0 6
5 1 7

6 2 8

B 11 3 9
9 4 10

0 5 11

A 10 6 12
D 13 7 13
3 8 14

E 14 9 15

V6i viéc st dung thay thé Ceasar khong 1am ting
dd phiic tap clia thuat todn nhung lai gy ra su nhiéu
loan khong nhé trong giai ma khién cho ké tin cong
tlf bd y dinh gidi ma d€ xem Ién thong tin.

V. KET LUAN

Hién nay trong xu thé ctia IoT (Internet of Think),
céc t8 chiic qubc té déu rit quan tim va chi trong
dén viéc xdy dung, lua chon va phit hanh nhiing
mi hang nhe phit hop. Piéu nay da thic diy su ra
doi hang loat cac hé ma khdi dugc thiét ké dam
b4o nguyén tic viia an toan, vifa hiéu qua va kinh
té. C6 thé k€ mot sb vi du nhu cic hé ma LED,
PRESENT, SEA... Tuy nhién trong qua trinh st
dung can phai thuong xuyén quan tim nghién ctiu
cdc phuong phép tin cong phan tich ma mdi xuét
hién trén thé gi6i d€ c6 thé phong tranh cic diém
yéu tiém tang ddi véi cic hé ma dang st dung (vi
thda man t6i uu cic yéu cau an toan va hiéu qua
kinh té 12 viéc khong dé dang). C6 thé hy vong ring,
nhiing dong gdép nghién ctiu cua ching t6i vua dat
ra c6 thé gidi quyét hodc 12 co s6 cho nhiing y tudng
giai quyét nhiing bai toan vé mat ma nhe ting dung
trong IoT.
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