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Tém tit: Ma doc dang 1a méi de doa lon dén an ninh
ctia cac hé théng may tinh. Vi vay phan loai ma doc dé
¢6 nhitng bién phap d6i phé thich hop 1a mét phan quan
trong trong linh vyc an toan thdng tin. Trong bai bao
nay chang toi cai tién giai thuat trich rat diém mau
trong quy trinh phan loai mé mé doc dwa trén diém mau
duoc dé xuét boi Rieck va cac cong sy [1]. Ching toi
ap dung tu tudng cua hai phuong phap phan loai dya
trén diém dic trung 1a Dendroid [2] va phuong phap
duoc dé xuét boi P. Shrestha va céac cong su [3], trich
rit cac diém mau trén ting ho ma doc thay vi dya trén
toan bo cac ho ma doc. Thyuc nghiém cho thiy phuong
phép cua ching t6i cho két qua phan loai tét véi kha
nang nhan biét ma doc 14 0.981% va phat hién ma doc
méi 12 0.988% cao hon phién ban gbc cua phwong phap
da trén diém mau [1].

Tir khoa: Phan loai ma doc, n-gram, diém mau.

I. GIOITHIEU

Phan mém doc hai (hay ma doc) la mot chuong trinh
dugc chén vao hé thong, thuong 13 ¢6 tinh, véi muc dich
xam pham tinh bao mat, toan ven, hogc tinh kha dung
cta dir ligu, tng dung, hé diéu hanh ciia nan nhan hoic
gay phién nhiéu, 1am gian doan nan nhan [4]. Phan mém
doc hai co nhiéu loai nhu virus, Trojan, worm, phan
mém gian diép, rootkit, v.v. Cung voi su phat trién
nhanh chéng cua Internet, phan mém doc hai cling dang
ngay mét gia ting. Theo thong ké cua Kaspersky,
21.643.947 d6i tuong phan mém doc hai da dugc phat
hién vao nam 2018 gap hon 5 lan S0 v&i nam 2015 [5].
Méc du co sy cai thién dang ké cua cac co ché an ninh,
nhung cac phan mem doc hai dang ngay mét tinh vi va
6 cac co che I4n trén nén chung van dang la mot trong
nhitng mdi de doa lon nhat déi véi cac hé thong may
tinh. Vi vay phat hi¢n va phan tich hanh vi cua cac phan
mém doc hai la mét nhigm vu rat quan trong dé lam
giam tdi da nhirng thiét hai do ching gay ra.

Phén tich mi doc d& cap dén qua trinh xac dinh muyc
dich, hanh vi, phuong phap tan cong va cach thic lan
truyén cta chung. Phan tich ma doc dugc chia 1am hai
loai 1a phén tich tinh va phan tich dong.

Phan tich tinh hay con dugc goi la phén tich ma tinh
dé cb ging suy ra cac hanh vi cua phan mém, 1a qua
trinh phan tich phan mem ma khong can thuc thi ma
hodc chuong trinh. Cic mau phat hién c6 thé dugc trich
Xuat trong phan tich tinh nhu: cac Loi goi hé thong,
AP, signature, biéu do diéu khlen opcode, bytecode,
cac file DLL duoc gm .Uu diém phén tich tinh la an
toan va ching ta co the quan sat hét cac phan cua
chuwong trinh. Nhuoe diém cua phan tich tinh 13 khé
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phan tich vai cac phan mém st dung ky thuat che giau,
ma hoa va dong goi.

Phan tich dong tién hanh thuc thi cac phan mém doc
hai trong m6i truong sandbox dugce giam sat dé thu thap
cac hanh vi caa ma doc. Vi vay sandbox can phai an
toan. Trong loai phan tich nay, c6 thé thu thap duoc tat
ca cac thudc tinh cua hanh vi, chang han nhu cac tép tin
dc dugc mo, tao mutexes, cdc ham chinh xéac dugc gol
cac d6i s6 cua ham. Uu diém cua phan tich dong la nd
nhanh hon nhiéu phan tich tinh, Nhugc diém cua phan
tich dong, chung ta chi nhin thiy mat kich ban co lién
quan dén hién tai cua hé thong va khong phai hanh vi
nao cling dugc phan tich (vi du nhu virus cho dén mot
thoi diém nao d6 mai hoat dong).

Theo [6], phan tich ti dong ma doc hudng tdi mot
trong ba myc ti€u 1a phat hi¢n, phan tich d6 twong tu va
phan loai. Chung t6i cha tim nghién ctru dén van dé
phén loai ma doc. Trong nghién ctu, nguc‘yi ta thu(‘mg
su dung cac phuong phap hoc may c6 giam sat dé g1a1
quyét bai todn phan loai mot cach tu dong Theo [7] O
hai cach tiép can ndi bat 1a dwa trén mé hinh (model-
based learning) va dua trén thé hién (instance-based
learning). V&i hoc méay dya trén mé hinh (SVM, cay
quyet dinh, Naive Bayes v.v.), cac gidi thudt nay s€ tao
ra mo hinh khai quat ho4 dir liéu hun luyén vi vay
khong thich hop voi cac bai toan c6 dir liéu phuc tap.
Mit khac, cac phuong phép hoc méay dua trén thé hién
(k-NN,..) khong khai quat hod dir li¢u ma su dung luon
dit liéu dé phan loai bang cach so sanh dir liéu can phan
loai véi dit liu huén luye;n vi vay cé thé tdi vu hoa
nhiing truong hop cu thé va thich hgp hon véi cac bai
toan phuc tap nhu phan loai. Vi hoc may dua trén the
hién c6 thé sir dung toan bo tap dit liéu huan luyén dé
phan loai, nhu’ng nhuoc diém 1a thoi gian phan loai 1au.
Vi vay ngudi ta st dung mot phuong phéap khac ctia hoc
may dya trén thé hién la phuong phép su dung cac diém
méu dé dai dién cho tap dir liéu huén luyén va phén loai
dya trén cic diém mau nay thay vi sir dung toan b tap
dit liéu huén luyén. Vi nhimg 1y do trén, chung tdi chon
su dung phuong phap hoc may dua trén thé hién co str
dung cac diém mau dé phan loai ma doc”

Ba cong trinh nghién ciu vé phan loai ma doc su
dung diém mau dugc ching t6i quan tim den la:
phuong phap la phan loai m¢ dya trén diém mau cta
Rieck cung cac cong su [1], hai phwong phap dua trén
diém dic trung 1a phuong phap Dendroid- ép dung véi
cac md doc trén Android [2] va phuong phéap duge dé
suat bdi P. Shrestha va cac COng su [3] . Phuong phap
thir nhét sir dung thong tin vé cac n-gram cua chudi cac
101 g01 hé théng, dic trung 13 sy xuat hién hay khong
clia Cac n- gram va sir dung diém méu (prototype) dé dai
dién cho cac cum ma doc. Phuong phap nay c6 ba thanh
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phan chinh 1a: trich rat diém mau gitp tim ra cac d1em
mau dai dién cho cac cum, phan cum st dung diém mau
gitp gop nhom cic cum twong ty nhau thanh mot cum
l6n hon, phan 16p st dung diém mau dé du bao nhén
16p cho mi ddc chua biét va phat hién ra nhimg mau ma
d6c méi. Phuong phap thi hai — Dendroid [2] 1a mot
phuong phap phan loai dya trén diém dic trung, ap
dung cac ky thuat cta linh vuc phan loai van ban. Diém
dac biét cia phuong phap nay la str dung mot diém dic
trung duoc tao ra tir cac ma doc trong cung mot ho dé
dai dién cho toan b ho d6. Két qua ctia qua trinh trich
rat dac trung 14 mdt vector dai dién chung cho mét ho
ma doc thay vi dai dién cho timg ma doc cu thé. Cac
diém dic trung duoc dung két hop v6i thuat toan INN
(One Nearest Neighbor) dé phan loai ma doc. Ma doc
méi duge phan vao ho ctia diém dic trung gan no nhit.
Phuong phap nay la phan loai dong. Mot diém dir liu
khi duoc cho vao phén loai s& chéc chin dugc phan vao
mot 16p da biét. Phuong phép thu 3 cung xay dung cac
diém dic trung tir cac ma doc trong cing mét ho va moi
ho mé doc dugc dai dign boi mot diém diém déc trung
glong nhu phuong phap Dendroid. Sau ¢6 miu ma doc
can phén loai dugc tinh do tuong tu VGi cac diém dac
trung cua cac ho va dugc phan vao ho c6 do tuong tu
I6n nhat.

Chiing t6i vén dung tu tuong phuong phap thir hai
va ba dé cai tién giai thudt trich rat diém mau cua
phuong phap thir nhat. Trong qua trinh trich rat diém
mau, thay vi trich rat diém mau dua trén toan bg dir ligu
huén luyén, ching t6i s& trich rat diém mau trén dir liéu
cua tung ho. Khi d6 mdt ho ¢ thé c6 mot hodc nhiéu
diém mau. Chiing ti van giit quy trinh tong quat chung
nhu phuong phap dua trén diém mau [1] dé phan loai
mé cac mi doc, phan loai cac ma doc di biét va nhan
biét dugc cac ma doc co hanh vi moq Chiing t6i danh
gia hi€u qua cua phuong phap d¢ xuat theo ca hai kha
nang phan loai dung nhung ma doc da biét va nhan blet
nhung ma doc méi s dung cung d6 do Flmicro (tong
hop cua hai thong s6 pho bién 1a do chinh xac va do hoi
tuong). Két qua thuc nghiém cho thay phuong phap cia
chung t0i dat Flmicro 1298.1% db6i voi cac ma doc da biét
va 98.8% ddi vai cac ma doc mai, déu cao hon céac do
do tuong rng cua phién ban gdc cua phuong phép thir
nhat.

Il. CAC CONG TRINH LIEN QUAN

A. Phuong phdp dwa trén diém mau

Theo phuong phép dua trén diém mau [1], dau tién
mau mi doc can phan loai dugc dua vao sandbox (mdt
moi truong thuc thi gié lap) dé thu thap cac hanh vi.
Thong tin cua hanh vi ma doc dugc nhing vao khong
gian vector dac trung sau d6 dugc dua vao thanh phan
phan loai sir dung diém mau. Neu phén loai thanh cong
thi ma doc s€ duoc gan nhan vé mot ho ma doc da blet
néu khong n6 s€ duge dua vao tap ma doc chua biét dé
lam dau vao cho giai doan trich rat diém mau de tim ra
diém mau dai dién cho cac ma doc. Thanh phan phan
cum su dung cac diém mau thu dugc dé phan cum cac
diém mAu. Tap diém miu cta cic cum con dugc st
dung cho qua trinh phén loai tiép theo. Quy trinh tong
thé ctia phuong phap dugc mé ta trong Hinh 1.

Cu thé, ta c6 quy trinh nhur sau:

1) Giai dogn 1: Chgy ma déc trong méi truong
sandbox

e Dau vdo: File thuc thi ma doc

e Pau ra: Chuoi cac 101 goi hé thong
Pau tién mi doc duoc chay trong moi truong

sandbox dé gidm sat cac hanh vi va thu thap cac chudi
161 goi hé thong dac trung cho cac hanh vi cia ching.

2) Giai dogn 2: Nhing céac hanh vi vao khéng gian
vector
e Pau vao: Chudi cac 10i goi hé théng
o Dau ra: Vector dac trung dai dién cho ma doc
Chudi 10i goi hé théng sau d6 dugc nhung vao
khong gian vector str dung n-gram. M01 thanh phan cta
mot vector dac trung thé hién su xuat hién hay khong
clia n-gram tuong tng trong chudi 10i goi hé thong.
* Gid str tap S= {(X1, X2, X3, X4, . xn)| Xi € Avoi 1<i<
n} la tap tat ca n-gram c6 the co
= Alatap tit ca cac 101 goi hé thdng khac nhau.

V&i mdi bao co X, hanh vi ma doc 6 thé > nhang vao
mot khong gian vector c6 |S| chiéu. Mdi chiéu s& twong
ung véi mot n-gram. Gia tri cic chiéu cua vector duoc
tinh nhu sau:

O(X) = (¢s(X))ses 1)

Trong d6: @s(x) = 1 néu miu bao cao hanh vi x chira n-
gram s, nguoc lai os(X) =0

Vidu: A= {a, az}
— S= {aia1, a1a2, aza1, axaz}

Mau bdo cdo X = aiaa;1a1a2

Bang I. Sw xudt hién ciia cdc 2-gram
2-gram aiay aiaz ara1 aay
xuat hién 1 1 1 0

—Vector dic trung cho mau bao céo x la:
x=(1,1,1,0)

Chuén héa vector: Sau khi thu dugc vector dic
trung ciia mau bao cdo x, ching ta chuén héa vector dé
dua n6 vé vector c6 do dai bang 1 bang cach chia cho
d0 dai Euclid cua vector do:

K =V1Z+ 12+ 12 + 02 =3

=G = GEE Y
_Sau bude 2, ta thu dugc cac vector dac trung cho
moi ma doc.

3) Giai dogn 3: Phan logi sit dung diém mau

e Ddu vao: Vector dic trung dai dién cho ma doc
e Dau ra: Nhan 16p dy doan cho ma doc

Sau budc 2, vector ddc trung cho md doc duge dua
vao mo hinh phan 16p dé du doan nhén 16p cho ma doc
d6. Thuat toan dugc str dung de phan 16p la INN va mot
ngudng dr dé loai ra nhitng mau ma doc méi. Khi mot
diém dir lidu duoc dua vao, chung ta s& xem khoang
cach cua no toi cac diém mau. Néu khoang cach ciia nd
dén diém mau gan nhat nho hon ngudng dy thi diém dir
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liéu mai @6 s€ dugce phan vao 16p cua diém mau gan n6
nhét va dua ra bao cdo 16p du doan duoc, ngugc lai s€
dua nd vao tip ma doc chua biét va dua vao g1a1 doan
trich rat diém mau. Tai thoi diém dau tién, chua c6 diém
mAau nio nén giai doan nay khong dugc thuc hién.

4) Giai doan 4: Trich rit diém mau
e Ddu vao: Tap cac ma dgc chua biét nhén 16p
e Dau ra: Tap cac diém mau dai dién cho cac ma doc

Rieck va cac cong su st dung giai thuat duoc dé
Xuit boi Gonzalez trong cong trinh [9] d€ trich rat cac
diém mau tir tp cac ma dgc chua biét nhan 16p. Bang
cach tham chiéu khoang cach toi diém mau gan n6 nhat,
ta tim ra duoc cac diém mau dai dién cho cac mi doc
do. Phuo’ng phép dua trén y tudng ma doc cod khoang
cac cang gan nhau thi kha nang thudc mot cung ho cang
cao. Do chung t6i tép trung vao cai tién g1a1 thuat trich
rt diém mau nén chung toi trinh bay giai thuat nay &
Hinh 2 va giai thich bén dudi.

5) Giai dogn 5: Phan cum si dung diém mau
o Dau vdo: Tap cac diém mau dai dién cho cac mi
doc
o Dau ra: Tap cac cum diém mau

Phén cum trén cac diém mAu thay vi trén toan bo tap
dir liéu dé gom nhom céc cym thanh mét cum 16n hon
st dung phén cum phan cap (hierarchical Clusterlng)
[8]. Két qua dugc sir dung trong qua trinh phan 16p tiép
theo.

Giai thich giai thuat trich rit diém miu cia
Gonzalez [9]:

Buoc 1: Khoi tao tap prototypes = @, bién
prototypes luu cac diém mau va mang distance luu
khoang cach co gia tri bang oo luu lai khoang cach cta
diém dir liéu dén diém mau gan né nhat.

Buéc 2: Kiém tra khoang cach lon nhét c6 16n hon
ngudng dy khdng va lap dén khi diéu kién do khong
dugc thoa man thi két thac. Tai vong lap dau tién, cac
khoang céach la oo nén ta chon ngau nhién mét diém z
lam diém mau Vi cac vong Iap tiép theo ta chon diém
mau z 1a diém dir liéu c6 khoang cach 16n nhét.

Buoc 3: Véi cac diém dit liéu khac diém mau luu
trong bién prototypes, tinh khoang cach cua tat ca cac
diém dir liéu do so véi diém mau méi dugc tim. Néu
khoang cach vira tinh dugc nhé hon khoang cach voi
diém mau trude do, chung ta cap nhat lai khoang cach
ctia diém dir liéu d6 va thém z vao tap céc prototypes va

‘ d, :ngudng khoadng cach dé
xac dinh mau ma doéc méi
[Méu ma doc phan Ioai]

quay lai budc 2. Sau mdi lan l3p ching ta s& thu duoc
mot diém mau dai dién cho mot cum dit liéu.

Bat dau
&p cac vector d4c trung
cla cac mau ma déc

¥
prototypes — @

distancefx]— - cho tat ca cac méau
XE tédp mau
|

max(distance) >d,,

tra vé
prototypes

Chon z sao cho
distance[z]= max(distance)

t

Thém z vao
tap prototypes

tén tai
xetagpmau & x#z

Bang
Sai
distance[x] > ||@"(x) - @ (2)|
Bung

1 distance[x]—[l¢"(x) - ¢"(2)I|

Hinh 1. Giai thudt trich rut diém mau cia Gonzalez

Nhin xét phuwong phap: Phuong phip phén loai
dya trén diém mau [1] 1a phuong phap phén loai mo,
gilp chlng ta co6 the phan loai va phat hi¢n ra nhiing
mau ma doc méi. Bén canh doé phu’ong phap nay su
dung diém mau (twong ty nhu nén dit liéu) lam giam
dix liéu phai xt ly nén giam thoi gian phan loai. Phuong
phap nay ciing ¢6 tinh nidng hoc tang cuong cho phép
cap nhat‘m(”) hinh phan loai khi c6 thém dit ligu méi ma
khong can huan luyén lai. Nhugc diém cta no la cac
diém mau duoc trich rat trén toan bo tap dir ligu co thé
dan dén nhitng dir liéu khong cung mot ho ma déc co
thé thuoc chung mot cum, hoic dlem mau chua chac
da cung 16p v6i dai da s cac diém dit lisu trong cum
nhung lai duge dung 1am dai dién cho cum dé, diéu dé
Ia khdng nén.

Tap diém mau cda
cac cum

Nhung cac hanh vivao| | Phan loai st dung Trich rut giém N Phan cum st dung
khéng gian vector diém mau ™ mau diém mau

v

Bao cao phan loai ]

h

Bao cao phan cum ]

Hinh 2. Quy trinh ciia phirong phdp sir dung diém mau
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B. Cdc phwong phdp diea trén diém ddic trung
a, Phuwong phdp Dendroid

Phuong phap dua trén diém dic trung Dendroid [2]
la mot phuong phép dya trén ki thuat khai thac van ban
va truy xuét thong tin trén nén tang Android. Tu tat ca
cac mau ma doc trong mot ho, phuong phap tong hop
va tinh ra mot vector dac trung dai dién cho ho d6 thay

Vi tirng vector dic trung dai dién cho méi mau ma doc
(vi du c6 6 ho ma ddc s& c6 6 vector dic trung). Vector
déc trung nay c6 thé 1a mot diém 4o hodc co thé trang
véi diém that, noé dwoc tinh dua trén tiép can khai thac
van ban. Sau d6 st dung vector ddc trung dai di¢n cho
ho dé phan loai. Biém dir liéu mai gan véi vector dic
trung ctia ho nao nhét s& duoc du doan thudc ho do. Quy
trinh phuong phap dugc trinh bay trong Hinh 3 va duoc
dién giai nhu sau:

Phan cum phan cap &

R

Linkage Analysis

Phan tich
Mo hinh héa
Fq,Fo, F3 ..
mau ma doc i . .
(h An luyeér Trich rutf:af: cautruc Mo'hmh'ho;ia & Cac vector dac trung dai
uan luyen ma Iénh Trich rut dac di&n cho CAc ho M3 d6
theo ho Fq, Fo, ; trung ién cho cac ho ma ddc
F3 ) .}
Tap cac cau tric ma
|1&énh cuda cac ho
|
v v
s aa Trich rat cac cau truc N
Mau ma déc Trich rut R .
; : alé > —>| > HoF
can phan loai ma lénh dac trung Phan |oai 5 F;

Phén loai

Hinh 3. Quy trinh phwong phdp sir dung diém dic trung - Dendroid

1) Giai doan mé hinh héa
Buée I: Trich rit cac cAu triic ma 1énh
e Pau vio: Tap cac mau md doc hudn luyén
(duoc gan nhan theo ho)
e Pau ra: Tap cac cau trac ma 1énh theo tirng ma
doc

Dau tién tit ca mau dix liéu huin luyén cua ho phan
mém doc hai duoc dua vao giai doan trich rat cac cau
trdc ma Iénh. Trong budc nay phuong phép trich rit ra
cac cau tric ma lénh cua ting mau ma doc.

Buée 2: Mo hinh hoa va trich rat dac trung

e Ddu vdo: Tép cac cAu trac ma 1énh theo tung

ma doc

e Pau ra: C4c vector dic trung dai dién cho céc

ho ma doc (khong pha1 cho tirng ma doc) va tap
céu triic mé Iénh cua cac ho.

Trong giai doan nay, tir cac mau ma ddc don I¢
thudc cung mot ho, chiing ta tng hop céac cu tric mi
1énh cua ca ho dé tinh vector dic trung cho ho d6. Céc
thanh phan cua vector dic trung dwoc tinh theo cong
thure tf-idf trong khai pha vén ban va truy Xuét thong
tin 4p dung v6i cac cu trac ma 1énh.

2) Giai doan phdn tich
e Pau vao: CAc vector dic trung cho c4c ho ma
doc
e Dau ra: Cay phan cap cua cac ho ma doc
Trong g1a1 doan nay su dung thuat toan phan cum

phan cap va phan tich lién két dé tim ra méi quan hé
gitra cac ho ma doc.

3) Giai dogn phdn loai
Bude I: Trich rat cac céu tric ma 1énh (gidng trong

giai doan m6 hinh hoa) nhung dau vao chi 1a mot ma
doc can phan loai

Buée 2: Trich rat dac trung
e Ddu vao: .
o Cautruc ma Iénh ctia ma dgc can phan loai
o Tapcac cAu trac ma 1énh cua cac ho
e Pau ra: Vector dic trung cho miu mi doc can
phéan loai

Str dung d6 do tf-idf trong khai pha van ban va truy
Xuét thong tin dé tao ra vector dac trung cho mau mi
doc.

Buoc 3: Phan loai
e DPdu vio:
o Vector dac trung cho mau ma doc can phan
loai
o Céc vector ddc trung dai di€n cho cac ho ma
doc
e Pau ra: Nhan 16p dyu doan duoc

Trong budc nay sir dung thuét toan 1-NN dé du doan
nhan 16p ctia mau ma doc moi.

b, Phwong phdp dwege dé xudt boi P. Shrestha va c4c
cong su[3]

Phuong phap nay ciing str dung diém dic trung dé
dai dién cho cac ho, mdi ho ma doc s& dugc dai dién
boi moét vector dac trung giong nhu phuong phéap
Dendroid.



Nguyén Thi Thu Trang, Nguyén Bai Tho, Vi Duy Loi

1) Giai dogn xay dung diém mau

e Pau vao:Tap cac miu ma doc hudn luyén
e Dau ra: Cac vector dac trung dai dién cho tung
ho ma doc

Cuing tuong ty nhu phuong phap Dendroid, ching ta
g0p tat ca nhitng file ma doc thudc cung mét ho, trich
riit ra cac chudi c6 thé in duoc (printable strir}g) trong
cac file ma doc cua ca ho, sau do tinh trong so cua cac
chudi bang gia tri tf- idf va xay dung vector dac trung
dai dién cho ho v&i mdi chiéu 1a gia tri trong sO cua
chudi twong ting. Trong phuong phép ndy, ngudi ta
x@y dung hai loai dlém dac tnrng Diém dac tmng thr
nhat duogc tap hop tir tat ca cac chudi co thé co, dlem
dédc trung thlr hai duge xdy dung tir nhirng chudi ndi
bat trong tu‘ng ho ma doc (k chudi co trong so cao nhat)
céc chudi ndi bat trong cac ho ma doc khac nhau co thé
khac nhau.

2) Giai doan phan logi

e Ddu vao: Ma doc can phan loai
e Dau ra: Nhan 16p du dodn dugc ctia ma ddc do

Pau tién, nguoi ta tinh danh sach tf-idf cua ting
chudi ¢6 thé in dugc trong mau méi doc can phan loai.

Vi mdi chudi xuat hién trong diém dic trung, ching
ta chon céc gi4 tri tf-idf ctia chudi trong danh sach trén
dé tao ramét vector ddc trung dai dién cho ma doc chua
biét. Néu mot chu01 ¢6 trong diém miu nhung khong
¢6 trong ma doc can phan loai thi gié tri cua chidu dé
trong vector dic trung trong tmg bang 0. Mbi diém dic
trung, chiing ta s€ tim dugc mdt vector khac nhau dai
dién cho ma doc chua biét. Cudi cung, tinh d6 tuong tu
cosin gitta vector d6 véi vector déc trung. Ma doc dugce
phan vao 16p ctia diém dic trung ma né ¢ do tuong tu
cao nhat.

Nhan xét cac phu'0'ng phip dua trén dlem dac
trung: Dendroid [2] va phuong phap a2 xuat boi P.
Shrestha va cac cong Su[3] dua ra phuong phap huén
luyén kha khac bi€t so v6i thong thuong. Xy dung mo
hinh tir tat ca cac diém dir liéu huan luyén cung mot luc
(xtr 1y theo 10) thay vi huén luyén dan dan v6i méi dir
lidu tai mot thoi diém (xtr 1y theo ludng). Uu diém cua
phuong phap nay la vector dic trung dugc xay dung tur
tat ca cac tap dir liéu trong mot ho vi vay n6 co tinh dai
dién riéng cho ho do. Va mdi vector dai dién cho mot
ho ma dgc thay vi dai dién cho mdt ma dgc nhu phuong
phép thong thuong gitip giam thoi gian xur Iy trong qua
trinh phan loai. Nhugc diém cua phuong phap nay 1a
chi sur dung duy nhat mot diém dé dai dién cho tat ca
dit liéu ctia mot ho khi d6 s& bi mat mat nhiéu thong tin
¢6 thé 1am cho qua trinh phan loai khong dugc chinh
Xac.

ll. PE XUAT PHUONG PHAP TRICH RUT
PIEM MAU CAI TIEN

Véi phuong phap phan loai dua trén diém mau [1],
cac diém mau duoc trich rdt ra trén toan bo tap dir lisu
thi ¢6 thé ¢ nhiing sai sot vi khi d6 c6 nhiing dir liéu
khong cing mot ho co thé thudc chung mot cum, hogdc
diém mau chua chic da cung 16p véi dai da s6 cac diém
dir liéu trong nhém nhung lai dugce dung lam dai dién
cho nhoém d6. Trong khi d6, y tudng cua phuong phap

phan loai dua trén diém dic trung 1a lay ra diém dic
trung trong tap dir ligu thuoc cung mot I6p. Vi vay,
ching t6i muon theo tu tudng cia phu(mg phap
Dendroid [2] va phuong phép [3] 4p dung va cai tlen
phuong phap dya trén diem mau [1]. Chlng t0i mudn
lay ra nhimng diém mau tur ‘nhig diém trong ctng mot
ho mi doc. Khi d6 mot diém mau chi dai dién cho mot
ho ma né thudc vao, khong dai dién cho ho khac. Tir d6
s& khac phuc dugc nhuoc diém cua phuong phap dua
trén diém mau [1] n6i trén. Ngoai ra sau qua trinh trich
rdt chding ta s& thu dugc mot hay nhiéu diém mau dé dai
diégn cho mot ho ma doc, khac véi phuong phip
Dendroid [2] va phuong phap dugc dé xuat boi P.
Shrestha [3] la véi moi ho chi trich rat dugc mot diém
dai dién, gilp giam sy mat mét théng tin.

Sau déy 1a hinh minh hoa diém mau, diém dic trung
clia cac phuong phap dé phan biét dugc su khac nhau
clia cac phuong phap dya trén diém mau [1], céc
phuong phap dua trén diém dic trung Dendroid [2],
phuong phap [3] va phuong phap cai tién.

Ch thich: A: 16p 1,0: 16p 2, O: 16p 3

Céc diém dugc t6 dam 1a nhitng diém mau hodc diém
dic trung cua cac 16p trong tap dir liéu huin luyén.

Hinh 4. Minh hoa diém mdNLf cua phwong phap trich
rut diem mau [1]

Hinh 4 m6 ta treong hop c6 thé xayrala diém thuoc lop
A ¢6 thé bj phan vao nhém c6 diém mau 12 16p O, hoic
diém thudc 16p A 1a dai dién cho nhiéu diém thuoc 16p
0.

Hinh 5. Minh hoa diém ddc trung ciia phwong phap
Dendroid va phwong phap de xuat boi P.
Shrestha va cac cgng su[3]

Chu thich: % 1a diém dac trung cho 1 16p.
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Tur Hinh 5, mét dlem déc trung duoc tong hop mot
diém dic trung duoc t6ng hop tir tat ca cac diém dix liéu
trong mot 16p. Diém dic trung d6 cb thé 1a mot diém da
ton tai hoac mot diém ao khong ton tai trong cac diém
dir liéu da biét. Va mot I6p chi c6 mot diém dic trung
dai dién cho no.

Hinh 6. Minh hoa diém madu ciia phwong phdp cdi tién

Hinh 6 cho théy tat ca cac diém mau dai dién cua
cac 10p O 1a diém dir liéu thude 16p 0. Cac diém mau
ctia 16p O 1a diém dit liéu thudc 16p O va cac diém mau
clia 16p A 1a diém dir liéu thudc 16p A. Mic du c6 mot
diém A mot minh, né tu dai dién cho chinh n6, khong
bi cac diém dir liéu cuia 16p khac dai dién nham Vi vy
trich rat ddc trung trong phuong phép cai tién ludn dat
truong hop tot nhat, tat ca cac diém trong cum duoc
dic trung boi diém mau thude chinh 16p do.

T tu tudng trén, cai tién cua chung toi s€ can thlep
vao giai doan trich rat diém mau trong qué trinh huan
luyén, con qua trinh dy doan van dugc thyuc hién theo

phuong thirc truyén thong sir dung d6 do khoang céach.
Chung t6i dya trén quy trinh tong quét chung cua
phuong phap phan loai dya trén diém miu va bd xung
thém cai tién trong giai doan huin luyén dé thu dugc
quy trinh cai tién dugc trinh bay trong Hinh 7.

Quy trinh gdm 2 giai doan 1a giai doan huin luyén
va giai doan dy doan.

Trong giai doan huin luyén:

e Giir nguyén giai thuat phan loai s dung diém
mau

e Thay doi giai thuat trich rit diém mau c6 ap
dung y tuong cua phuong phap sir dung diém
déc trung — Dendroid [2]. Ching t6i s€ trich rit
cac diém mau trén tap dit liéu cia mdi ho ma doc
riéng bict. Mot ho ma doc chi dugc dai dién boi
mot hay nhiéu diém dir liéu thudc ho mi doc do.
Giai thuat duoc trinh bay trong so do khéi &
Hinh 8 va duoc giai thich bén dudi.

o Khong str dung gidi thuat phan cum trong giai
doan huén luyén.

Trong giai doan du doan:

* Giit nguyén gidi thuat trich rat diém mau tao ra
diém mau trén tap dir litu chwa phéan loai
dugc dé tim ra cac cum mi doc méi.

e Sir dung giai thuat phan cum sir dung cac diém
mau duogc trich rat & trén trong qué trinh phan
tich gia ting

e Gidi thuat phan cym chi dp dung trén cac diém
mau dugc xay dung tir dit liéu chua phan loai
duoc vao cac 16p da blet khong ap dung phan
cum sir dung diém mau cho cac diém mau cua
tap huén luyén do cac diém mau nay da thudc
dung céc ho ma doc, khdng can phan cum nira.

 x aa Nhing cac hanh vi
Malﬁ fhe q(_)c Sandbox—» vao khdng gian
huan luyén vector

—» Trich rat diém dai dién tren tung Iop

Huan luyén

itap cac diém dai dién cho cac I6p!
cla tap huan luyén

Tap diém mau clia
cac cum

d, :ngudng khodng cach dé
xac dinh mau ma déc méi

[Méu mé& ddc phan Ioai]

v

Nhiing cac hanh vi vao Phan loai s dung | | Trich rut diém N Phan cum SE’ dung
khéng gian vector ] diém mau méau diém mau

Phan loai

) v

[ Bao ca

o phan loai } [ Bao cao phan cum ]

Cha thich ' Phan cai tién

[ 1 Phan ké thira tr phwong phap

dua trén diém mau

Hinh 7. Quy trinh cdi tién
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4p cac vector dac trung
clia cac mau ma doc

|

prototypes — @

trd vé protofypes

Chon tit ca cac miu xef;
distance[x]— =

Chon z sao cho
distance[z]= max(distance)

——————————»

-—

Thém z vao

I(xeli&x#2z) tap prototypes

Sai
distance[x] > ||@"(x) - ¢"(z)|

— distance[x]=||¢"(x) - ¢"(2)I|

B péudt
[  Kéthira tir phurong phap dua trén diém mau
Hinh 8. Gidi thudt dé xudt

Giai thich giai thuat dé xuét:

Budce 1: Khoi tao tip prototypes = 0O, mang
distance c6 gia tri bang oo dé luu khoang cach cua
céc diém dir lidu trong ciing mot ho dén diém miu
gan nd nhit ¢ thoi diém hién tai.

Burée 2: (cai tién).

* Bucc 2.1: Chon tat cd cac vector dac trurng
ciia mot 16p dé tién hanh trich rut diém mau
trén ho ma doc do

e Budc 2.2: Kiém tra khoang cach 16n nhét
trong mang distance c6 nho hond, hay
khong, néu khong nghia 1a tit ca cac_ diém
trong ho ma doc da dugc mot diém mau dai
dién cho chiing thi ta tién hanh thuc hi¢n buge
2 v6i cac hg ma do con lai, néu co ta tién hanh
tim diém mau mai.

Buéc 3: Chon diém c6 khoang cach lon nhat dén cac
diém mau tim duoc trude d6 1am diém mau tiép theo va
thém n6 vao tap prototypes. Sau d6 cap nhat lai khoang
cach cua cac diém dit liéu trong ho d6 véi diém mau

gan nhat. Lap lai budc 2.2 d&én khi diéu kién khong thoa
man.

IV. THU'C NGHIEM VA PANH GIA

A. Chudn bj dé# liu

Chung t6i st dung bo dir ligu reference dataset cia
phuong phap dua trén diém mau [1] cho cong trinh ctia
minh. Tap di li¢u nay gom toan ma doc trich xuat tir co
so dir ligu lon vé phan mém doc hai dugc duy tri tai
CWSandbox website va dugc gan nhan bai 6 san pham
Antivirus khac nhau va loai bo cac I6p c6 it hon 20 mau
va lay trén mot 16p téi da 300 mau thyc thi nhi phan.
Phin ma nhi phan duoc thyuc thi va giam sat bang
CWSandbox thu dwoc 3133 mau béo céo hanh vi thoa
man chuan MIST véi 24 mau ma doc va 85 loi goi hé
théng. Vi phuong phép cua ching t6i va phuong phap
[1] déu tap trung vao phan loai ma doc thay vi phat hién
nén bo dir liéu duoc str dung chi chira nhitng mau ma
déc, khong c6 mé sach.

Malware class # Malware class ~ #
a | ADULTBROWSER 262 m | PORNDIALER 98
b | ALLAPLE* 300 n | ROt 101
¢ | BANCOS 48 0 | ROTATOR" 300
d | CASINO 140 p | SALITY 85
¢ | DORFDO 65 q | SPYGAMES 139
f | EJK 168 r | SWIzzor 78
g | FLystupio 33 s | VAPSUP 45
h | LDPINCH 43 t | VIKINGDLL 158
i | LOOPER 209 u | VIKINGDZ 68
j | MAGICCASINO 174 v | VIRUT 202
k | PODNUHA* 300 w | WOIKOINER 50
[ | POSION 26 X | ZHELATIN 41

Hinh 9. M6 td tdp dit liéu

B. Trich rut dac trung

Trén tap dir li€u, chung t6i thuc hién trich Xuét cac
chudi 16i goi hé thong theo chuan MIST lever 1 (chico
tén cla cac 101 goi hé thong, khong c6 thong tin dbi s6)
va thu dugc c¢6 85 101 goi hé théng khac nhau trong tp
dir li¢u. Sau khi thu duoc céac chudi 161 goi hé thong,
chung t6i tién hanh trich xuét vector theo 2-gram cac
10i goi hé thong (2 151 goi hé thong hen’twp’trong bao
c40). Sau khi thyc nghiém, chung t6i thay két qua trén
trich rt ddc trung dya trén sy xuat hién cua cac 161 goi
hé thongs dat hiéu qua cao hon trich rut dac trung dua
trén tan sudt xuat hién cta cac 10i goi hé thong Do @9,
chung t6i trich rat dac trung dya trén sy xuat hi¢n hay
khong cua céc 101 goi h¢ thong. Trong tap dit liéu co6 85
cac 11 goi hé théng khac nhau nén khong gian cua 1
vector la 85*85. Nhung vi ¢6 nhiéu chiéu bang 0 nén
c6 thé khai thac dé trich xuat ddc trung va so sanh cac
vector trong thoi glan tuyén tinh. Thdo luén chi tlet clua
phuong phap thoi gian tuyén tinh cho trich xuit dic
trung dugc cung cap boi Rieck va Laskov [10].

C. Danh gid va so sanh

Chung 61 danh gia giai doan phan loai str dung
diém mau duoc trich rat theo phuong phap céi tién cua
chung t6i ma khong danh gid cac giai doan trich rut
diém mau va phan cum nhu trong bai bao [1] vi voi giai
doan trich rat diém mau, theo phuong phap cai tién thi
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d6 do chinh xéc (precision) cua cac cum luon dat gia
tri tot nhat 1a 1 do ching toi trich rat di€ém mau tur dir

liéu trong cung mot cum thay vi trén toan b tap dir liéu.

Do st dung bo dir li¢u ctia phuong phap dua trén
diém mau [1] nén chiing t6i sir dung ngudng d, (dwoc
trinh bay trong giai thudt trich rit diém mau ¢ Hinh 2)
bang 0.65 (1a ngudng tot nhat dé chon ra cac diém mau
da duogc thyc nghiém va néu ra trong bai bao [1]) dé
trich rut ra cac diém mau trong mét 16p trong phuong
phap cai tién ctia chung toi.

Sau do6, chung t6i tién hanh phan loai va danh gia

trén kha nang phan loai nhung 16p da biét va kha nang
nhan biét nhitng 16p mai.

Dé danh gia kha nang phan 16p, chung t6i str dung
do do phan 16p Flmicro 12 @6 do tong hop tir hai d6 do
la d6 do chinh xac P (precision) va do hoi tuong R
(recall).

DPinh nghia cac do do:

e TPi: S6 mau thudc 16p i va dugc phan ding vao
16p i

e FPi: S6 mau khong thudc 16p i nhung bi phan
sai vao 16p i

e TNi: S6 mau khong thudce 16p i va dugc phan
dung khong thudce 16p i

e FNi: S6 mau thudc 16p i nhung bi phan sai vao
16p khong phai .
Do chinh xac trung binh:

XTP;

‘l= —
p X(TP;+FP;) (2)

Do hdi tuong trung binh:

LTP;

!‘: —
R Y(TP;+FN;) (3)
D6 dO Flmicro .
e 2+PHl=RHI (4)
PH+RR

Flmicr nam trong khoang [0 ; 1] va gia tri cang
cao thi thé hién d¢ phan 16p cang tot.

Do do duogc ching toi lya chon dé danh gi Ia:

Fx: 1a Flmicro trén tap dir liéu da biét nhan dé danh
gia kha nang phan 16p cta thuat toan.

Fu: 12 Flmicro trén tap dir li¢u chua biét nhan nham
danh gia kha ndng nhan biét nhirng 16p méi chua xuét
hién trong tap huan luyén.

Kha nang nhén biét cac ma doc mai (Fu) va kha
nang phan loai cac ma doc da biét (Fi) déu phu thudce
vao viéc chon nguorng khoang cach dé xac dinh mot
mau mé doc méi (dr). Néu chung ta chon dr cang 16m,
d6 loai md doc ra cang thip nén do do Fy cang thap,
con d§ do Fy cang cao, nguoc lai dr cang nho thi Fu
cang cao va Fy cang thip. Muc tiéu cua ching t6i la
chon ngudng d; sao cho cé hai d6 do déu cao.

Tap dir liéu thu nghiém c6 24 16p. Chung toi s€ su
dung tap dir liéu cta 18 16p dé huin luyén va danh gla
kha nang phan lop v6i do do Fy. Dt li€u cua 6 16p con
lai s& dugc dwa vao dé danh gia kha niang nhan biét 16p

mdéi voi d6 do Fy. Ching tdi khong chia tap dir liéu
trong bai bao [1], do sy xuat hién cua cac ma doc méi
thuong it hon so véi nhimg mau ma doc da biét nén
ching t6i da chia nhu trén. Nhing thé hién ctia 6 16p
dé danh gla kha ning nhan biét 1orp mdi chi dugc dung
dé danh gia khong dugc cho vao giai doan huén luyén.
Con tap 18 16p chung t6i s€ chia ti¢p theo ty 1€ 70 :30
v6i 70% dung dé huan luyén va 30% la dung dé danh
gia khd nang phan 16p. Chung toi thuc hién 10 lan va
lay két qua trung binh vé6i ca phuong phép cai tién va
phuong phap [1].

Két qua ciia phirong phép diea trén diém mau [1]
Bang Il. Két qua phwong phdp dwa trén diém mau [1]

dr Fk Fu

0.3 0.830 0.994
0.4 0.890 0.992
0.5 0.932 0.901
0.6 0.94 0.80
0.7 0.943 0.716

Do muc ti€u cta ching t6i 1a chon ngudng dr sao
cho ca hai 6 do Fk, Fu dat gia tri cao. Vi dr = 0.7 thi
d6 do Fy giam manh trong khi Fk chi ting dugc it nén
chiing t6i dung thuc nghiém ¢ ngudng dr = 0.7. Tu
bang 11, ta thdy gi tri dr dé ca Fxva Fy déu dat gid tri
cao ladr = 0.5, Fx=0.932, F,= 0.901.

- Flk = = Fu

0,875

0,75

0,625

0,5

dr

0,375

0,25

0,125

0 61 02 03 04 05 06 07 08 09 1

Hinh 10. Biéu do két qua phwong phdp [1]

Két qua phuwong phdap dé xudt
Bang lll. Két qua phwong phdp cdi tién

dr Fk Fu

0.3 0.777 0.999
0.4 0.962 0.994
0.5 0.981 0.988
0.6 0.989 0.854
0.7 0.995 0.728

Tuong ty, ching t0i dung ¢ ngudng dr= 0.7 do do
do Fy giam manh.Tu bang III, trudng hop tot nhat vai
dr= 0.5, Fx=0.981, Fy= 0.988 vi ca hai Fxva F, déu
cao.
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Hinh 11. Biéu dé két qua phwong phdp dé xudt
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Hinh 12. Biéu dé so sanh két qua hai phiong phdp

So sanh hai truong hop tt nhat, ta thiy giai thuat
cai tién cho két qua tot hon vai Fe=0.981, F, = 0.988
(twong duong Fx=98.1%, Fy= 98.8%).

V. KET LUAN

Bai bao cao trén cua chlng t0i trinh bay vé mot cai
tién trong giai doan trich rut diém mau cua quy trinh
phan loai mo ma doc dya trén diém mau duoc dé xuat
boi Rieck va cac cong su vao nam 2011. Két qua thyc
nghiém cho thiy phuong phép cai tién cua chung toi
cho hiéu qua kha tdt - dat d6 do Flmicro bang 98.1% vai
kha nang phan loai va khd nang nhan biét ma doc moi
14 98.8%, khéc phuc dugc nhugce diém cua phuong phap
sir dung dlem mau [1]. Tuy nhién, phuorng phép cua
ching t6i van con han ché do chon cac diém mau hoan
toan theo khoang cach c6 thé dan thién léch Ve huong
trong khong gian nhiéu chiéu. Bé khéc phuc van dé nay,
ching t6i s& nghlen ciu s dung md hinh siéu Iap
phuong va chon cac diém mau theo cac huéng cua siéu
lap phuong dé hoan thién hon quy trinh cai tién dugc dé
Xuét trong béo c4o nay. Ngoai ra, vin dé an ninh cta
cac dién thoai thong minh ciing 1a mot mbi quan tam
I6n. Vi vay, trong tuong lai ching t6i s& nghién ciu va
ap dung phuong phap nay cho cac thict bj di¢n thoai
thdng minh str dung hé diéu hanh Android.
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